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SECTION 3: AZURE VIRTUAL MACHINE

In this section, we are going to look into one of the most used compute services from Azure called Virtual
Machine. When talking about virtual machine in Azure, it is important for us to understand the architecture of
Azure virtual machine.

Host OS (Physical Server)

On the above diagram, you can see that we have a four layers virtual machine. These four layers are the
basic building blocks for running a virtual machine on our Azure cloud. This is how the Microsoft Azure
is going to manage our virtual machines.

The first layer in this architecture is the Host OS or layer. The host layer is like a physical server which
is sitting in the Azure cloud Data center managed by Microsoft Azure. This server has a really high
configuration in terms of CPU, memory and disk storage because the virtual machine is provisioned
here.

Now, how the virtual machine is provisioned? This is where the Hypervisor comes in. So, on top of our
physical host machine which is managed by Azure, then comes the Hypervisor which manages our
virtual machine.

Then comes the Guest OS, that is our virtual machine. This is where our virtual machine comes into
play. And here we can provision different types of virtual machines such as Windows or Linux. In the
Linux, we also have different flavors of virtual machines such as Ubuntu. You can choose what kind of
virtual machine you want to provision.

So, the Hypervisor that is sitting between the Host OS and the Guest OS acts like a bridge between the
Guest OS and the Host OS, so that our virtual machine can run on the Data center premises.

And at last, there comes the Application Binary, which is sitting on the Guest OS. This Application Binary
is the binary we want to deploy or run inside our Guest OS.

The Guest OS and the Application Binary are managed by us and Azure cloud does not interfere with
them. The only responsibility of Azure cloud is to manage the Hypervisor and the Host OS.

So, if something goes wrong in our Application Binary or Guest OS, then it is our responsibility to go and
fix it. When we will do the demo, we will play around with these two layers. First, we are going to
provision our Guest OS. After provisioning our Guest OS, we will try to access our virtual machine. And
then in that virtual machine, we are going to install some of the binaries so that we can see how we can
play around with the virtual machine.
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Part 1: Set up Linux Virtual Machine

In this part we will do a demo on how to set up a Linux virtual machine. To start with the demo, go to

Azure portal.
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We will start by creating a new “Resource Group” for this virtual machine demo. Search for “Resource
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Select “Resource Groups” under “Services”

Microsoft Azure D Search resources, services, and docs (G+/) I 0 Copilot ? ehotsidneys
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Showing 1 - 4 of 4. Display count: | auto

£ Give feedback
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Click on “Create”
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Home > Resource Manager | Resource groups

Create a resource group

Basics  Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources far the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization, Learmn mare

Subscription * (O Azure subscription 1 v
Resource group name * ©

Region * @ (US) East US 2 -

Previous Next Review + create

The “Subscription” has already been selected. Let us give the “Resource Group” a name. So, on
“Resource Group”, give it the name “rg-vm-demo”
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DEFAULT DIRECTORY (EBOTSIDN.

Microsoft Azure P Search resources, services, and docs (G+/) I T Copilot

Home » Resource Manager | Resource groups

Create a resource group 5

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more

Subscription ™ @ Azure subscription 1 ~
Resource group name * (D _rg-vm-demo
Region * @ (US) East US 2 ~

Previous Mext | Review + create

Then for “Region”, we will leave it as “East US 2”

Microsoft Azu £ Search resources, services, and docs (G+/)
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Home > Resource Manager | Resource groups

Create a resource group - X

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more

Subscription * | Azure subscription 1 v
Resource group name * @ ‘ rg-vm-dema
Region * () | us) eastus 2 v

Click on “Next”



Prepared by Sidney Smith Ebot

Microsoft Azure P Search resources, services, and docs (G+/) ® A ebotsidneysmith@outlo... @

DEFAULT DIRECTORY (EBOTSIDN... ‘S8

Home > Resource Manager | Resource groups

Create a resource group

Basics Tags Review + create

Apply tags to your Azure resources to logically organize them by categories. A tag consists of a key (name) and a value.
Tag names are case-insensitive and tag values are case-sensitive. Learn more

Name Value Resource
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Here is “Tags”, we will just leave it blank for this demo. Click on “Next”
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Home » Resource Manager | Resource groups »
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Region EastUS 2

Tags

None

| R

Click on “Create” and this is going to create our resource group.
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The resource group has been created. Refresh the page by clicking on “Refresh”
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Add or remove favorites by pressing Ctrl 4Shift+F

You can see the resource group we just created.

Now, let us continue to create our Virtual machine.
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[®) eg-demo-section-6 Overview of virtual machines in Azure - Azure Virtual Machines 5 days ago
[#) sos0 6 days ago
4 Continue searching in Microsoft Entra ID
Iil ubuntu-public-vm 6 days ago
Searching all subscriptions. B Give feedback
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Click on “Virtual Machines”

A R I o co

Home > Compute infrastructure

compute infrastructure l Virtual machines - @ identify VMs with network connectivity issues  List VM by security posture | List all alens for virtual machines *
Microsaft

P Search 2« Virtual machines  Get started

@ Overview
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Click on the drop down on “Create”
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Microsoft Azure
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Select “Virtual Machine”

Microsoft Azure

#2 Search resources, services, and docs (G+/)
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Home » Compute infrastructure | Virtual machines >

create a Vinual machine - B  Help me create a VM optimized for high availability | | Help me choose the right VM size for my workload
& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Basics Disks  Networking  Management  Monitoring  Advanced Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual maching with default parameters or review each 1ab
for full customization. Learn more '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription* @ Azure subscription 1 |

Resource group * © (New) Resource group

Create new

Instance details

Virtual machine name * @

Region* @ (US) East US 2 v

Deploy to an Azure Extended Zone

Availability options () Availability zone v

Self-selected zone
Choose up to 3 availability zones, one VM per zone

Zone options (0

O Azure-selected zone (Preview)
Let Azure assign the best zone for your needs

Previous

v |

Help me create a low cost VM

»

A Give feedback

dneys
DEFAULT DIRECTORY (EBOTSIDN.

X

Estimated monthly costs © A
Costs indicated here are estimates only. Pricing may
vary depending on your Micrasoft agreement, date of
purchase, subscription type, usage costs, licensing
and currency exchange rates, Total costs may include
other resource costs, licensing and subscription
implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.
.o Give feedback about your estimate

experience
v Basics $0.00

Virtual machine $0.00

Size $0.00
Standard_B1s

> Disks $4.80
»  Networking $0.00
> Management $0.00
> Monitoring $000
Estimated monthly cost $4.80

A Give feedback

You can see that our “Subscription” has bee selected. Let us select the “Resource Group”. Click on the

drop down on “Resource Group”
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Create a virtual machine &) Help me create 2 VM optimized for high availability  Help me choose the right VM size for my worldoad  Help me create a low cost VM x
& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my worklead
Basics Disks  Networking ~ Management  Monitoring  Advanced  Tags  Review + create Estimated month Iy costs & 2
Create a virtual machine that runs Linux or Windows, Select an image from Azure marketplace or use your own customized Costs indicated here are estimates only. Pricing may
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab Gl il s el et
for full customization. Learn more o RN aMiecriion by, wage caty icen sk
. and currency exchange rates. Total costs may include
. other resource costs, licensing and subscription
Project details implications. This feature may have limited or
2 ' restricted functionality, but is made available on a
Select the subscription to manage deployed resources and costs. Use resource groups like folders ta organize and manage all preview basis for evaluation and feedback.
your resources.
s Give feedback about your estimate
Subscription* O | Azure subscription 1 v | experience
~  Basics $0.00
Resource group * (O (New) Resource group v
| Kelect existing. Virtual machine $0.00
i Size $0.00
Instance details g—
demo-vnet-azure Standard_Bs
Virtual machine name * (O rg-demo-section-1
Region * @ rg-demo-section-6 » Disks $4.80
P rg-vm-d
— .
> Networking $0.00
Availability options (D s
T Seif-selected zone 2 Management $0.00
Choose up to 3 availability zones, one VM per zone
(O Azure-selected zone (Preview) » Monitoring s000
Let Azure assign the best zone for your needs
Estimated monthly cost $4.80

A Give feedback

< Previous

Review + create

Select the “Resource Group” we created, that is “rg-vm-demo”

Microsoft Azure

I O Copilot

Help me create a low cost VM

2 ‘Search resources, services, and docs {G+/)

Home » Compute infrastructure | Virtual machines >

Create a virtual machine ¥ Help me create a VM optimized for high avallability | Help me choose the right VM size for my workioad

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
- .
Basics Disks Networking Management  Monitoring  Advanced  Tags  Review + create Estimated monthly costs © -
.
Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized Costs indicated here are estimates only, Pricing may
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab ¥eloy GepETiding amyour Micrasoit sofeemeniyiate of
for full customization. Learn more ' purchase, subscription type, ussge costs, Bcersing
i and currency exchange rates. Total costs may include
" q other resource costs, licensing and subscription
Project details implications. This feature may have limited or
-~ c . restricted functionality, but is made available on a
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all preview basis for evaluation and feedback.
your resources.
o Give feedback about your estimate
Subscription * (O | Azure subscription 1 | experience
~ Basics $0.00
Resource group * @ \ rg-vm-demo ha \
Creste new Virtual machine $0.00
Instance details e e
Standard_B1s
Virtual machine name * (@O | ‘_‘
Region * O | (US)Eastus 2 | > Disks $4.80
Deploy 1o an Azure Extended Zone
> Networking $0.00
Availability options © | Availability zone v |
Zone options @ Self-selected zone ? Management $0.00
Choese up to 3 availability zones, ane VM per zone
©) Azure-selected zone (Previen) ? Monitoring $000
Let Azure assign the best zone for your needs
Estimated monthly cost $4.80

R Give feedback

< Previous

Review + create

Here, we will give the “Virtual Machine” a name.
call it “linux-vm-demo”.

In this demo, we are creating a Linux machine. | will

10
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Home > Compute infrastructure | Virtual machines

Create a virtual machine F  Helpme create a VM optimized for high availsbility  Help me choose the right VM size for my workload | Help me create a low cost VM X
[43) Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
- e
Basics Disks  Networking Management  Monitoring  Advanced Tags  Review + create Estimated monthly costs & il
a
Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized Costs indicated here are :‘mm': only. Pricing may ’
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab vary depending on your Microsoft agresment. date o
for full customization. Learn mare of purchase, subsaription type. usége costs, licansing
B and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
Project details implications. This feature may have limited or
L N . restricted functionality, but is made available on a
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all preview basis for evaluation and feedback.
your resources.
® Give feedback about your estimate
Subscription * © Azure subscription 1 v experience
~ Basics $0.00
Resource group * © rg-vin-demo ~
Create new Virtual machine $0.00
Instance details Stze 50.00
Standard_B1s
Virtual machine name * (@ linux-vm-demo -]
Region* @ (US) East US 2 w v > Disks $4.80
Deploy to an Azure Extended Zone
» Networking $0.00
Availability options @ Availability zone |
Zone options () Self-selected zone > Management $0.00
Choose up to 3 availability zones, one VM per zane
o Azure-selected zone (Preview) > Monitoring $0.00 -
Let Azure assign the best zone for your needs
Estimated monthly cost $4.80

=< Previous

Review + create A Give feedback

Here, on “Region”, we will use “East US 2”. So, we will leave it as it is.

T =

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - @ el me create s vM optimized for high availabiity | Help me choose the right VM size for my workioad | Help me create a low cost VM X
@ Help me create a low cost VM Help me create 2 VM optimized for high availability Help me choose the right VM size for my workload
a :
Instance details Estimated meonthly costs © »
= -
Virtual machine name * @ linux-ym-dema <] Costs indicated here are estimates only. Pricing may
o o ) vary depending on your Microsoft agreement, date of
Region* @ | (us)Eastus 2 v purchase, subscription type, usage costs, licensing
b - and currency exchange rates. Total costs may include
Deploy to an Azure Extended Zone other resource costs, ficansing and subscription
implications. This feature may have limited or
Availability options (O | Availability zone By restricted functionality, but is made available on a
preview basis for evaluation and feedback
Zone eptions © Self-selected zone N
Choose up to 3 availability zones, one VM per zone Give feedback about your estimate
expernence
() Azure-selected zone (Preview)
Let Azure assign the best zone for your needs ~ Basics $0.00
Availability zone * @ [Zone 1 v Virtual machine $0.00
@ You can now select multiple zones. Selecting multiple zones will create one VM Size $0.00
per zone. Leam more o Standard_B1s
Security type © | Trusted launch virtual machines W > Disks $4.80
Configure security features
r > Networkin: .00
Image * @ | B Ubuntu Server 24,04 LTS - x64 Gen2 v 9 o
See all images | Configure VM generation
ges | " o » Management $0.00
VM architecture (@ O ammea
(®) x6d > Monitering 000
Run with Azure Spet discount (D D 2 Estimated monthly cost $4.80

< Previous

Then, on “Availability Option”, we will select “Availability zone”

11



Prepared by Sidney Smith Ebot

[ e S =

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - @)  Helpme create a VM optimized for high availability  Help me choose the right VM size for my workload  Help me create a low cost VM X
&) Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workioad
a : .
Instance details Estimated monthly costs © -
-
Virtual machine name * @ linux-vm-dema ¥ Costs indicated here are estimates only. Pricing may
vary depending on your Microsaft agreement. date of
Region * @ {US) EastUS 2 [ purchase, subscription type, usage costs, licensing
- = and currency exchange rates. Total costs may include
Deploy to an Azure Extended Zone other resource costs, licensing and subscription
- implications. This feature may have limited or
Availability options (© Availability zone v restricted functionality, but is made available on a
preview basis for evaluation and feedback.
Zone options (O Self-selected zone -
Choose up to 3 availability zones, one VM per zone & Give feedback about your estimate
experience
(O Azure-selected zone (Preview)
Let Azure assign the best zone for your needs v Basics $0.00
Availability zone * @ Zone 1 v Virtual machine £0.00
@ You can now select multiple zones. Selecting multiple zones will create one VM Size $0.00
per zone. Leamn mare o Standard_Bls
Security type © | Trusted launch virtual machines v > Disks $4.80
Configure security features
= > Networki; 0.00
Image * @ u Server 24.04 LTS - x64 Gen2 v ik §
See all images | Configure VM generation
ges | Config g > Management $0.00
VM architecture @ Q) Arme4
> Monitoring $000
Run with Azure Spot discount @ D Estimated monthly cost $4.80

Then, on the “Zone Options”, select “Self-selected Zone”

il Je R l

Home » Compute infrastructure | Virtual machines

Copilot

create a Virtual machine - @  Helpme create a VM optimized for high availability  Help me choose the right VM size for my workicad  Help me create a low cost VM »

@  Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Instance details Estimated monthly costs © »
.
Virtual machine name * (0 linux-vm-demo ™ Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
Region * @ (US) East US 2 Fs purchase, subscription type, usage costs, licensing
——— — and currency exchange rates, Total costs may include
Deploy to an Azure Extended Zone other resource costs, licensing and subscription
implications. This feature may have limited or
Availability options & Availability zone v restricted functionality, but is made available on a
preview basis for evaluation and feedback.
Zone options (O Self-selected zone ‘
Choose up to 3 availability zones, one VM per zone o Give feedback about your estimate
experience
() Azure-selected z0ne (Preview)
Let Azure assign the best zane for your needs ~  Basics. $0.00
Availability zone * @ Zone 1 L Virtual machine $0.00
€ You can now select multiple zones. Selecting multiple zones will create cne VM Size $0.00
per zone. Learn more Standard_B1s
Security type @ Trusted launch virtual machines W 5> Disks 5480
Configure security features
> Networki 0.00
Image * © [E] Ubuntu Server 24.04 LTS - x64 Gen2 ~ " §
see all images | Configure VM generation
J * » Management $0.00
VM architecture @ ) amss
> Monitoring $000
Run with Azure Spot discount @ O Essifnated mionthly cost $a80

TP | heaiowas B e fesdback

For Zone, select “Zone 1”. But is you want to have maximum availability for your machine, you can
select more zones.
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p i (G*n I o cppllul R

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - @)  Help me creste a VM optimized for high availability  Help me choose the right VM size for my workload | Help me create a low cost VM b4
&) Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
a . =
Instance details Estimated monthly costs © -
= -
Virtual machine name * @ linux-vm-dema il Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement. date of
Region * @ (US) East US 2 ~ purchase, subscription type, usage costs, licensing
- F and currency exchange rates. Total costs may include
Deploy to an Azure Extended Zone other resource costs, licensing and subscription
— implications. This feature may have limited or
Availability options (© Availability zone v restricted functionality, but is made available on a
_ preview basis for evaluation and feedback.
Zone options O (®) Self-selected zone )
Choose up to 3 availability zones, one VM per zone & Give feedback about your estimate
experience
() Azure-selected zone (Preview)
Let Azure assign the best zone for your needs ' Basics $0.00
Availability zone * @ Zone 1 5 Virtual machine $0.00
@ You can now select multiple zones. Selecting multiple zones will create one VM Size $0.00
per zone. Leam more o Standard_Bls
Security type @ Trusted launch virtual machines > Disks $4.80
Configure security features
= — = > Networking $0.00
image* © Ubuntu Server 24.04 LTS - x64 Gen2 ~
See all images | Configure VM generation
o= Conki g > Management $0.00
VM architecture (O O Arm64
(®) x64 > Monitoring $000
Run with Azure Spot discount © D - Estimated monthly cost $4.80
< Previous & cive feedback

For “Security Type”, select “Trusted Launch virtual Machines”

S ey I R

Home » Compute infrastructure | Virtual machines >

i i . Help me create a VM optimized for high availabili Help me choose the right VM size for my workioad  Help me create a low cost VM x
ig! ity ks ¥
@ Help me create a low cost VM Help me create a VM optimized for high availabilit Help me choose the right VM size for my workload
L P P! igf Y P gl Y
r a f v
Security type @ [ Trusted launch virwual machines v | Estimated monthly costs © »

Canfigure security features

Costs indicated here are estimates only. Pricing may
. vary depending on your Microsoft agreement, date of
Image * (O | Ubuntu Server 24.04 LTS - x64 Gen2 | ‘ purchase, subscription type, usage costs, licensing
See all images | Configure VM generation and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
VM architecture (D O Arméd implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback
Give feedback about your estimate
. . o &
Run with Azure Spot discount (@ D experience
size* @ Standard_B81s - 1 vcpu, 1 Gi memory ($7.58/month) (free services eligible) ~ Basics $0.00
See all sizes
Virtual machine $0.00
Enable Hibernation (O L. N
. Size $0.00
@ Hibernate does not currently support Trusted launch and Confidential
machines for Linux images. Leam more ' Standard_B1s
Administrator account .
) > Disks $4.80
Authentication type (D SSH public key
O password > Networking $0.00
o Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way 1o connect to your ? Management $0.00
virtual machine.
> Monitoring $000
Username * © | azureuser - y
o Estimated monthly cost $4.80

For the “Image”, you can select any of the Linux flavour. We will select “Ubuntu Server”.
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Microsoft Azure

3 Search resources, services, and docs (G+/)

l D Copilot

Home > Compute infrastructure | Virtual machines »

Create a virtual machine - M  tepme create a VM optimized for high availability | Help me choose the right VM size for my workload | Help me create & low cost VM %
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
. - : .
Security type © Trusted launch virtual machines A Estimated monthly costs @ L
figure security featul . A
Configure security features Costs indicated here are estimates only. Pricing may
= vary depending on your Microsoft agreement, date of
image * © E S SAR N R SIS = M S B % purchase, subscription type, usage costs, licensing
See all images | Configure VM generation and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
VM architecture © O armsa implications. This feature may have imited or
restricted functionality, but is made available ona
______..-—-"’ preview basis for evaluation and feedback.
2 " o Give feedback about your estimate
Run with Azure Spot discount @ O experience
Size* © Standard_B1s - 1 vcpu, 1 GiB memory ($7.55/manth) (free services eligible) ~ Basics $0.00
See all sizes
Virtual machine $0.00
Enable Hibemation ( N
@ Hibemate does not currently support Trusted launch and Confidential virtual Size $0.00
machines for Linux images. Leam more o Standard_B1s
Administrator account .
5 ] > Disks $4.80
Authentication type @ ®) SSH public key
O Ppassword > Networking 000
o Azure now automatically generates an SSH key pair for you and allows you to
stare it for future use. It is a fast, simple, and secure way to connect to your ? Management $0.00
virtual machine.
> Monitoring $000
Username * azureuser
© - Estimated monthly cost $4.80

< Previous

ks > Review + create

On “VM Architecture”, select “x64”

Gl A ST R DGR

I T Copilot

Home > Compute infrastructure | Virtual machines

A Give feedback

Create a virtual machine M) Help me create a VM optimized for high availability | | Help me choase the right VM size for my workicad | Help me create a low cost VM X
Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workloa
23] i ! i plimized for high availabili he rig for my workload
£ «
Security type © Trusted launch virtual machines ~ Estimated monthly costs © »
Conf curity f —_— < .
sonty el i Costs indicated here are estimates only. Pricing may
. 1 vary depending on your Microsoft agreement, date of
Image * (0 [B) Ubuntu Server 24.04 LTS - x64 Gen2 ~ purchase, subscription type, usage costs, licensing
See all images | Configure VM generation and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
VM architectute @ () Amsa implications. This feature may have limited or
- restricted functionality, but is made available on a
preview basis for evaluation and feedback,
) . - fGIVEfBE‘dbﬂCk about your estimate
Run with Azure Spot discount (O D experience
Stze* D Standard_B1s - 1 vcpu, 1 Gi memory ($7.58/month) (free services eligible) | ~ Basics $0.00
See all sizes
Virtual machine $0.00
Enable Hibernation © .
@ Hibernate does not currently support Trusted launch and Confidential virtual Size $0.00
machines for Linux images. Leam more o Standard_B1s
Administrator account
; > Disks $4.80
Authentication type & SSH public key
O password > Networking $0.00
n Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. [t is a fast, simple, and secure way to connect to your 2 Management $0.00
virtual machine.
> Monitoring £0.00
Username * azureuser ~ y
g S Estimated monthly cost $4.80
< Previous & Give feedback
- -

Here on “Run with Azure Spot Discount”, leave the

box “Unchecked”
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T =

Home > Compute infrastructure | Virtual machines >

Create a virtual machine BB Help me create a VM optimized for high availability | Help me choose the right VM size for my workload | Help me create a low cost VM x
@ Help me create a low cost VM Help me create a VM optimized for high availabilit Help me choose the right VM size for my workload
p P P! e y P gl Y
a . _,
Security type @ | Trusted launch virtual machines s | Estimated monthly costs © H
Configure securi a
Configure:sscimhy featums Costs indicated here are estimates only. Pricing may
. vary depending on your Microsoft agreement, date of
Image * © | {8 Ubuntu Server 24.04 LTS - x64 Gen2 s | purchase, subscription type, usage costs, licensing
See all images | Configure VM generation and currency exchange rates. Total costs may include.
other resource costs, licensing and subscription
VM architecture (0 O Arm64 implications. This feature may have limited or
= restiicted functionality, but is made available on a
®) xbd preview basis for evaluation and feedback.
Give feedback about your estimate
i (0] & i
Run with Azure Spet discount (D D experience
Size* @ - 1 vcpu, 1 Gi& memary ($7.59/month) (free services el ~ | ~ Basics 50.00
Virtual machine $0.00
Enable Hibemnation (O L 5
@ Hibernate does not currently support Trusted launch and Confidential virtual Size $0.00
machines for Linux images. Leam more Standard_B1s
Administrator account }
) > Disks $4.80
Authentication type @ SSH public key
O password > Networking $0.00
@ Azure now automatically generates an SSH key pair for you and allows you 1o
store it for future use. Itis a fast. simple, and secure way o connect 1o your > Managemerit $0.00
wirtual machine.
> Monitoring s000
Username * (O | azureuser v .
— Estimated monthly cost $4.80

ve feedback

For “Size”, select “Standard_B1s-1 vcpu .......” to keep the cost low.

4 I i

Home > Compute infrastructure | Virtual machines

crea‘te a Vi l’tual machine . & Help me create a VM optimized for high availability Help me choose the nght VM size for my workload Help me create a low cost VM e
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
p p P gl y p ] ¥
Security type © | Trusted launch virtual machines ~ Estimated monthly costs © A

Configure security feature:
onfigure security features Costs indicated here are estimates anly. Pricing may

e — — vary depending on your Microsoft agreement, date of

purchase, subscription type, usage costs, licensing

and currency exchange rates. Total costs may indlude

ather resource costs, licensing and subscription

O armes implications. This feature may have limited or
restricted functionality, but is made available on a

preview basis for evaluation and feedback.

Image * ©

See all images | Configure VM generation

VM architecture ()

Give feedback about your estimate
- : : ® ¥
Run with Azure Spot discount @ B experience
Size® © Standard_B1s - 1 vcpu, 1 GiB memory ($7.59/month) (free services eligible) ~ Basics $0.00
See all sizes
Virtual machine $0.00
Enable Hibernation & il -
@ Hibemate does nat currently support Trusted launch and Confidential virtual Size $0.00
machines for Linux images. Leam more o Standard_f81s
Administrator account
: > Disks $4.80
Authentication type © #) SSH public key
O passmord > Networking 5000
@ Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your > Management $0.00
virtual machine.
> Monitoring $000
Username * azureuser u' .
5 Estimated monthly cost $4.80
R Givetedoack

On “Enable Hibernation”, leave the box “Unchecked”
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Microsoft Azure

B Search resources, services, and docs (G+/)

l D Copilot

Home > Compute infrastructure | Virtual machines

Create a virtual machine - M8  Heipme creste s VM optimized for igh availability

Help me choose the right VM size for my workload

Help me create a low cost VM

DEFAULT DIRECTORY (EBOTSIDN.

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Security type O Trusted launch virtual machines Nt

Configure security features

image * © k¥ Ubuntu Server 24.04 LTS - x64 Gen2 v

See all i

) armes

Configure VM generation

VM architecture O

Run with Azure Spot discount @ O

Size* © Standard_B1s - 1vcpu, 1 GiB memory ($7.58/month) (free services eligible)

See all sizes

Enable Hibernation (O
@ Hibemate does nat currently support Trusted launch and Confidential virtual

machines for Linux images. T
Administrator account
(®) SSH public key
) Password

Authentication type @

0 Azure now automatically generates an SSH key pair for you and allows you to
stare it for future use. It is a fast, simple, and secure way to connect to your
virtual machirie.

Username * O

< Previous

Estimated monthly costs @

Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may indude
ther resource costs, licensing and subscription
implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.
Give feedback about your estimate
experience
v Basics $0.00
Virtual machine $0.00
Size $0.00
Standard_B1s
> Disks $4.80
> Networking $0.00
2 Management $0.00
> Monitoring $0.00
Estimated monthly cost $4.80

A Give feedback

The next thing is how we are going to access our application or virtual machine. There two ways you
can access the virtual machine. There is a username and password. And the other one is “SSH Public
Key”. Username and password is quite simple, but it is recommended to always use “SSH Public Key”
which is assumed to be the most secured ways of securing the login to your virtual machine. Select the

“SSH Public Key”.

S e

I o Copilot

Home > Compute infrastructure | Virtual machines

create a Virtual machine ¥ Help me create a VM optimized for high availability

Help me choose the right VM size for my workioad

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Security type © Trusted launch virtual machines ~

ure security features

Image * @ [E] Ubuntu Server 24.04 LTS - x64 Gen2 ~

See all images | Configure VM generation

O ames

VM architecture

Run with Azure Spot discount O D

Size® (O Standard_B1s - 1 vepu, 1 GiB memaory ($7.59/month) (free services eligible) v

all sizes

Enable Hibemation (@
@ Hibemate does not currently support Trusted launch and Confidential virtual

machines for Linux images. Leam more
Administrater account
(®) sSH public key
O Password

Authentication type (O

@ Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * (@

azureuser

Help me create a low cost VM

Estimated monthly costs ©

Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
purchase, subscripticn type, usage costs, licensing
and currency exchange rates, Total costs may include
ather resource costs, licensing and subscription
implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback

o Give feedback about your estimate
experience

~ Basics $0.00
Virtual machine 40.00
Size $0.00
Standard_B1s

> Disks $4.80

> Networking $0.00

> Management $0.00

2 Monitoring $000

Estimated monthly cost $4.80

A& Give teedback
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Then on “Username”, leave it as “azureuser”

Microsoft

re P Search resources, services, and docs (G+/) I T Copilot

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - Mk  Help me create a VM optimized for high availability  Help me choose the right VM size for my workload | Help me create a low cost VM X
5] Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
a . o

Azure now automatically generates an SSH key pair for you and allows you to Estimated monthly costs @ -~

store it for future use. It is a fast, simple, and secure way to connect 1o your

wirtual machine. Costs indicated here are estimates only. Pricing may

vary on your Microsoft , date of
3 purchase, subscription type, usage costs, licensing
Username * (O | azureuser v and currency exchange rates. Total costs may include

other resource costs, licensing and subscription
implications. This feature may have limited or

S5H public key source | Generate new key pair v st ol bt made avlibisons
preview basis for evaluation and feedback.
SSH Key Type (®) RSA S5H Format 4
o Give feedback about your estimate
() Ed25518 SSH Format experienice
@ £925519 provides a fixed security level of no more than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits. ~ Basics $0.00
Key pair name * [ tinux-vm-demo._key o Virtual machine 50,00
Size 4000
Inbound port rules Standard_B1s
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.
> Disks $4.80
Public inbound ports * @ O none
Allow selected ports > Networking $0.00
Select inbound ports * | SSH (22) b ] > Management $0.00
A\ This will allow all IP addresses to access your virtual machine. This is only o
recommended for testing. Use the Advanced controls in the Networking tab to > Mornitering $0.00
create rules to limit inbound traffic to known IP addresses.
Estimated monthly cost $4.80

a

< Previous

Then, on “SSH Public Key Source”, select “Generate new key pair”

bbb e e M I . covbe

Home > Compute infrastructure | Virtual machines >

Create a virtual machine b Help me create a VM optimized for high availebility ~ Help me choose the right VM size for my workload  Help me create a low cost VM x
@) Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
a .
@ Azire now automatically generates an SSH key pair for you and allows you to Estimated monthly costs & P
store it for future use. It is a fast, simple, and secure way to CONNECt to your a
virtual machine. Costs indicated here are estimates only. Pricing may

vary depending on your Microsoft agreement, date of
= purchase, subscription type, usage costs, licensing
Username * (D) | azureuser ~ and currency exchange rates. Total costs may include
other resource costs. licensing and subscription
implications. This feature may have limited or

SSH public key source Generate new key pair e restricted functionality, but is made available on a
preview basis for evaluation and feedback.
SSH Key Type RSA SSH Format
O ® Give feedback about your estimate
Ed25519 S5H Format experience
) 025512 provides a fixed security level of no more than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits. ~ Basics $0.00
Key pair name * linux-vm-demo_key e Virtual machine $0.00
Size $0.00
Inbound port rules Standard_B1s
Select which virtual machine network ponts are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.
> Disks $4.80
Public inbound ports * O O None
Allow selected ports > Networking $0.00
Select inbound ports * SSH (22) w | 5 st $0.00
A\ This will allow all IP addresses to access your virtual machine. This is only =
recommended for testing. Use the Advanced controls in the Networking tab to ? Monitoring foo0
create rules to limit inbound traffic to known IP addresses.
Estimated monthly cost $4.80

Then on “SSH Key Type”, select “RSA SSH Format”
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Compute infrastructure | Virtual machines

Cre ate a Vinual machine + Q Help me create a VM optimized for high availability Help me choose the night VM size for my warkload Help me create a low cost VM X
73] Help me create a low cost VM Help me create 3 VM optimized for high availability Help me choose the right VM size for my workioad
N -
0 Azure now automatically generates an SSH key pair for you and aliows you to Estimated monthiy costs & "
store it for future use. It is a fast. simple, and secure way to connect to your a
virtual machine. Costs indicated here are estimates only. Pricing may
ing on your Microsoft , date of
purchase, subscription type, usage costs, licensing
Username * (0) ‘ azureuser v| and currency exchange rates. Total costs may include
— other resource costs, licensing and subscription
) - implications. This feature may have limited or
SSH public key source | Generate new key pair hdl| restricted functionality, but is made avallable on 8
- preview basis for evaluation and feedback.
SSH Key Type RSA SSH Format
o o Give feedback about your estimate
Ed25519 SSH Format < experience
o Ed25512 provides a fixed security level of no more than 128 bits for 256-bit key.
while RSA could offer better security with keys longer than 3072 bits. ~ Basics $0.00
Key pair name * ‘ linux-vm-demo_key w ' Virtual machine $0.00
Size $0.00
Inbound port rules Standard_B1s
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.
> Disks $4.80
Public inbound ports * © O none
Allow selected ports > Networking $0.00
Select inbound ports * | ssH (22) ~ | > Management $0.00
A\ This will allow all IP addresses to access your virtual machine. This is only P
recommended for testing. Use the Advanced controls in the Networking tab to 2 Monitoring $0.00 -
create rules to limit inbound traffic to known IP addresses
Estimated monthly cost $4.80

For the “Key Pair Name”, we will just leave it as “linux-vm-demo-key”. This key will be downloaded
once the virtual machine is provisioned. The key will contain the public and private key.

Home > Compute infrastructure | Virtual machines

Create a virtual machine - M el me creste a M aptimized for high availability |~ Help me choose the right VM size for my workload  Help me creste a low cost VM X
& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
@ Azure now automatically generates an SSH key pair for you and allows you to Estimated monthly costs © »~
store it for future use. It is a fast, simple, and secure way to connect to your
vinual machine Costs indicated here are estimates only. Pricing may

vary depending on your Microsoft agreement, date of

purchase, subscription type, usage costs, licensing
Username * () azureuser / and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
implications. This feature may have imited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.

SSH public key source Generate new key pair v

) RSA SSH Format
(O €d25519 55H Format

SSH Key Ty
ey Type = Give feedback about your estimate

experience
@ £025519 provides a fixed security level of no more than 128 bits for 256-bit key,

while RSA could offer better security with keys longer than 3072 bits. ~ Basics £0.00

Key pair name * linux-vm-dema_key < | Virtual machine $0.00

Size $0.00

Inbound port rules Standard_B1s

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

> Disks $4.80
Public inbound ports* @ O None
/ Allow selected ports > Networking $0.00
Select inbound ports * SSH (22) x| > Management $0.00
A\ This will allow all IP addresses to access your virtual machine. This is only ———
recommended for testing. Use the Advanced controls in the Netwerking tab to 7 Monitoring $000
create rules to limit inbound traffic to known IP addresses.
Estimated monthly cost $4.80

< Previous Review + create

On “Public Inbound ports”, we will select “Allow selected ports”
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Microsoft Azure

Home > Compute infrastructure | Virtual r

Create a Virtual machine -~ @R Helpme create a VM optimized for high availability

£ Search resources, services, and docs (G+/)

nachines

Help me choose the right VM size for my workload  Help me create a low cost VM

a ebotsidneysmith@outlo... @&

DEFAULT DIRECTORY (EBOTSIDN... ‘&

@ Help me create a low cost VM

Username * (O
SSH public key saurce

SSH Key Type

Help me create a VM optimized for high availability

@ Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your

virtual machine.

azureuser
Generate new key pair

®) RSA SSH Format

() Ed25519 SSH Format

@ £025519 provides a fixed security level of no more than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits.

Key pair name *

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular

network access on the Networking tab

_—

Public inbound ports * @

Select inbty

linux-vm-dema_key

O None

(8) Allow selected ports

SSH (22)

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic 1o known IP addresses,

Help me choose the right VM size for my workload

Estimated monthly costs © »

Costs indicated here are estimates only, Pricing may
vary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
implications. This feature may have limited or
restricted functionality, but is made available on 2
preview basis for evaluation and feedback.

.o Give feedback about your estimate
-
experience

v Basics $0.00
Virtual machine $0.00
Size $0.00

Standard_B1s

> Disks $4.80

> Networking $0.00

> Management £0.00

? Monitoring $0.00

Estimated monthly cost $4.80
=

Then, the next thing is “Select Inbound ports”. You need to understand some concepts here.

v

Here is a basic flow of how you can access a virtual machine. If a user wants to access the Linux virtual
machine, then there should be a port which needs to be opened, and that port for Linux machines is
22. So, port 22 needed to be enabled and open for that virtual machine otherwise that user will not be
able to access or login into the virtual machine using the public IP. We are going to learn about Public

IP later,

So, “Select Inbound ports”, we will select “SSH (22)”
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£ Search resources, services, and docs (G+/)

ith
JEFAULT DIRECTORY (EBOTSIDH..

I T Copilot

Home

» Compute infrastructure | Virtual machines >

Create a virtual machine Help me create a VM optimized for high availability | Help me choose the right VM size for my workload

Help me create a low cost VM

& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

@ Azure now automatically generates an SSH key pair for you and allows you to
stare it for future use. It is a fast, simple, and secure way to connect ta your
wirtual machine.

Username * (O azureuser

SSH public key source Generate new key pair v
SSH Key Type ®) RSA SSH Format
() £d25519 SSH Format
@ £d25519 provides a fixed security level of no more than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits.
Key pair name * linux-vm-demo_key o
Inbound port rules
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.
Public inbound ports * @ O None
Allow selected ports
Select inbound ports * SSH (229 v

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses.

< Previous

Then click on “Next: Disks”

Estimated monthly costs ©

Costs indicated here are estimates only. Pricing may

vary depending on your Microsoft agreement, date of

purchase, subscription type, usage costs, licensing

and curency exchange rates. Total costs may include

other resource costs, licensing and subscription

implicaticns. This feature may have limited or

restricted functionality, but is made available on 2

preview basis for evaluation and feedback.

1o Give feedback about your estimate

= experience

~ Basics $0.00

Virtual machine $0.00

Size $0.00
Standard Bis

> Disks $4.80

> Networking $0.00

> Management $0.00

> Monitoring so00

Estimated monthly cost $4.80

B Give feedback

e G

I @ copilot

Home > Compute infrastructure | Virtual machines >

Create a Vi I'tual machine & | Help me create a VM optimized for high availability

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me chaose the right VM size for my workload

Basics. isks | Networking  Management  Monitoring  Advanced Tags  Review + create

Azure VMs have one operating system disk and 3 temparary disk for short-term storage. You can attach additional data disks,
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more o

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (OS and data disks) at rest by
default when persisting it to the cloud.

Encryption at host (D

@ Encryption at host is not registered for the selected subscription, Learn more o

05 disk

05 disk size @ ading

| Premium ssb flacally-redundant storage)

0 disk type * @ v
Delete with VM O /]
Key management | Platform-managed key hadl |

O

Enable Ultra Disk compatibility ©

Data disks for linux-vm-demo

You can add and canfigure adf
temporary disk.

itional data disks for your virtual machine or attach existing disks, This VM also comes wi

1 Mama

Niele mma et rarhinn

ssith TR (7

TR e cove

< previous | |

Help me choose the right VM size for my workload

Help me create a low cost VM

3

Estimated monthly costs ©

Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.
o» Give feedback about your estimate
experience
~ Basics $0.00
Virtual machine $0.00
Size $0.00
Standard_Bls
> Disks $4.80
> Networking $0.00
? Management $0.00
?  Monitoring so00
Estimated monthly cost $4.80

B Give feedback

Here we are going to use the default values. We will leave every thing as default and click on “Next:

Networking”.
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Microsoft Azure £ search resources, services, and docs (G+/) I T Copilot

DEFAULT DIRECTORY (EBOTSIDN.

Home > Compute infrastructure | Virtual machines

Create a virtual machine - #  Heip me create a VM optimized for high availability  Help me choose the right VM size for my workload | Help me create a low cost VM X
23] Help me create a low cost VM Help me create 2 VM optimized for high availability Help me chaose the right VM size for my workload
Basics Disks | Netwo Management  Monitoring  Advanced  Tags  Review + create o+ Estimated monthly costs © s
S -
Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports, Costs indicated here are estimates only. Pricing may
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution. vaiy depeiiding on your Microsoft ageesment, dsie. of
teem more & purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
Network interface implications. This feature may have limited or
F restricted functionality, but is made available on a
When ¢reating a virtual machine, a network interface will be created for you. preview basis for evaluation and feedback.
virtual network* @ (new) linux-vm-demo-vnet v oo Give feedback about your estimate
Create new = experience
> Basics $0.00
Subnet* © (new) default (10.1.0.0/24) e
Public 1P @ | (new) linux-vm-demo-ip ~ > Disks $4.80
Create new
~ Networking $3.65
NIC network security group & O none
(®) Basic Public IP $365
() Advanced
VM outbound data transfer $0.00
Public inbound ports * O O None Estimated data transferred (GB) £0.00
Allow selected ports @

R . 100
Select inbound ports * | SSH(22) v e

A\ This will allow all IP addresses to access your virtual machine. This is only o
recommended for testing. Use the Advanced controls in the Networking tab to ,  [Estimated monthly cost $8.45

rraata nilar tn limit inhasned teafie e b 1D addracear

l < Previous H Next : Management > l A7 Give feedback

Here we will keep all the default selections and click on “Next: Management”

ML sy S e I oy

Home > Compute infrastructure | Virtual machines >

i i = Help me create a VM optimized for high availabil Help me choose the right VM size for my workload | Help me create a low cost VM
€ e ti i o ity o y ES

& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

. .
Basics Disks Networking | Management | Monitoring  Advanced Tags  Review + create Estimated monthly costs © *
Configure management options for your VM. Costs indicated here are estimates only. Pricing may vary
depending on your Microsoft agreement, date of
_ purchase, subscription type, usage costs, licensing and
Microsoft Defender for Cloud currency exchange rates. Total costs may include other
g 2 : . resource costs, licensing and subscription implications.
Mlcftlasnh Defender for Cloud provides unified security management and advanced threat prtection across hybrid cloud S Aeatine o N o et o orialy
workloads. Learn mare of but is made available on a preview basis for evaluation
and feedback.
@ vour subscription is protected by Foundational Cloud Security Posture Management Free Plan. .o Give feedback about your estimate
- expenence
Identity > Basics $0.00
Enable system assigned managed O ;
identity @ > Disks $4.80
Microsoft Entra ID Pl o S
Login with Micrasaft Entra 1D O v Management $0.00
@ REAC role assignment of Virtual Machine Administrator Login or Virtual Machine
User Login is required when using Microsoft Entra ID login. Learm more o No items added
> Menitering $0.00
ﬂ Microsoft Entra 1D login now uses SSH certificate-based authentication. You will need to use an SSH client that supports OpenSSH
certificates. You can use Azure CLl or Cloud Shell from the Azure Portal. Learn more o
> Advanced $0.00
Auto-shutdown
Enable auto-shutdown © O
Estimated monthly cost $8.45
Raclin e

< previous | [ Next: Monitoring - | [l & Give feedback

Here we will leave everything as default and click on “Next: Monitoring”
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Mi P Search resources, services, and docs (G+/) I D Copilot

Home > Compute infrastructure | Virtual machines

Cl'eate a Virtual macl‘l irle ®  Helpme create a VM optimized for high availability  Help me choose the right VM size for my workioad  Help me create a low cost VM X
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
P— - .
Basics Disks Networking Management |Monitoring | Advanced Tags Review + create Estimated month |y costs © 2t
Configure monitoring options for your VM. Caosts indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs. licensing
Alerts and currency exchange rates. Total costs may include
= other resource costs, licensing and subscription
Enable recommended alert rules O D implications. This feature may have limited or
restricted functionality, but is made available on a
Diagnostics preview basis for evaluation and feedback.
i d
Boot diagnostics (O (f' Enable with managed storage account (recommended) & e l_eedback aelt your astimate
experience
O Enable with custom storage account
i > Basics $0.00
O Disable
> Disks 4.80
Enable OS guest diagnostics © O s
> Networking $3.65
Health
Enable application health monitoring & O ? Management $0.00
“~ Monitoring $0.00
Managed storage account for See
boot diagnostics pricing
Charges depend on read/writes
with storage account.
v
Estimated monthly cost $8.45
v
< Previous. || Next : Advanced > ‘ A Give feedback

Here, we are also going to leave everything as default. Click on “Next: Advanced”

p i e sm" kit ‘G'n I o Cnp.!el DSENNT DRRSETOSY (SROTIOM

Home » Compute infrastructure | Virtual machines >

Create a Vi I'tual mach ine Q Help me create 3 VM optimized for high availability Help me choose the right VM size for my workload Help me create a low cost VM b4
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
7 - «
Basics Disks  Networking  Management  Monitoring ‘ Advanced ‘ Tags  Review + create Estimated monthly costs © E
Add additional configuration, agents, scripts or applications via virtual machine extensions or cloud-init. Costs indicated here are estimates only. Pricing may vary

depending on your Microsoft agreement, date of

. purchase, subscription type, usage costs, ficensing and
Extensions currency exchange rates. Total costs may include other
resource costs, licensing and subscription implications.

provide p ployment cor and This feature may have limited or restricted functionality,
but is made available on a preview basis for evaluation
Extensions (O Select an extension to install and feedback.
& Give feedback about your estimate
VM applications experience
VM applications contain application files that are securely and reliably downloaded on your VM after deployment. In addition to > Basics $0.00

the applicaticn files, an install and uninstall script are included in the application. You can easily add or remove applications on
your VM after create. Learm maore o

> Disks $4.80
Select 3 VM application to install

> Networking $365
Custom data and cloud init

> Management $0.00
Pass a cloud-init script, configuration file, or other data into the virtual machine while it is being provisioned. The data will be
saved on the VM in a known location. Learmn more about custom data for Vs of =

2> Monitoring $0.00
Custom data

v Advanced $0.00

No items added
| Estimated monthly cost §8.45

8 Custom data on the selected imaae will be orocessed by cloud-init

ET W B

Give feedback

Here, we will leave everything as default and click on “Next: Tags”
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(e RS =

Home > Compute infrastructure | Virtual machines >

create a Vi I"tl.,lal machine ﬂ Help me create a VM optimized for high availability ~ Help me choose the right VM size for my workioad Help me create a low cost VM b 4
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
Basics Disks Networking  Management  Monitoring  Advanced  Tags  Review + create “  Estimated monthly costs & (5

Costs indicated here are estimates only. Pricing may vary
depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing and
Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated. currency exchange rates. Total costs may include other
resource costs, licensing and subscription implications.
This feature may have limited or restricted functionality,

Tags are name/value pairs that enable you to categorize resources and view consalidated billing by applying the same tag to
multiple resources and resource groups. Learm more about tagd

Name Value Resource but is made available on a preview basis for evaluation
— 3 - — _— — and feedback.
[ ] 13 selected w |
.o Give feedback about your estimate
~ experience
> Basics $0.00
> Disks £4.80
> Networking $3.65
> Management $0.00
> Monitoring $0.00
> Advanced $0.00
Estimated monthly cost $8.45
v
= Previous I[ Next : Review + create > [ & Give feedback

hitpsi//go /inkid=873112

We are not going to add any “Tags”, we will leave it as default. Click on “Next: Review + Create”

P il Lo U R L l - il itrabinie il ke

Home » Compute infrastructure | Virtual machines

crEatE a Vil"tual machine 0 Help me create a VM optimized for high availability = Help me choose the right VM size for my workioad Help me create a low cost VM X

@ Validation passed

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
| . . g
Basics Disks Networking ~ Management  Monitoring  Advanced  Tags | Review + create Estimated monthly costs & a
pe -
Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
Price purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
1 X Standard B1s Subscription credits apply Other resource cdsts, licensing and subscription
j impli This feature may or
Byt - 0.0104 USD/hr restricted functionality, but is made available on a
Terms of use | Privacy policy Pricing for other VM sizes preview hasis for evaluation and feedback.
© Give feedback about your estimate
experience
TERMS
> Basics $0.00
By clicking “Create", | (a) agree to the legal terms and privacy statement(s) associsted with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offeringl(s), with the same S pi
billing frequency as my Azure subscription; and (c) agree that Micrasoft may share my contact, usage and transactional Disks $4.80
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings, See the Azure Marketplace Terms for additional details. > Networking 4365
Name iney Ebot
> Management $0.00
Preferred e-mail address botsidneysm 0k
> Maonitoring $0.00
Preferred phona number
> Advanced $0.00
Estimated monthly cost $8.45
A\ You have set SSH portis) open td the internet. This is only recommended for testing. If you want to change this setting, go v

sive feedback

Review and click on “Create”
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m T Copilot

crEate a Vil’tual machine o Help me create a VM optimized for high availability ~ Help me choose the right VM size for my workioad | Help me create a low cost VM *

Home > Compute infrastructure | Virtual machines >

Generate new key pair

Download private key and create resource

Return te create a virtual machine

Be o 8 L8 wee O

e 5 <
Home > Compute infrastructure | Virtual machines > | linux-vm-demo_key.pem
s " Ojen e ~
Create a virtual machine M Help me create a VM optimized for high availability  Help me choose the right VM size for my workload 1 source group ‘rg

| dev-eus-ubuntu_key.pem

1 2 OB @ o £

Generate new key pair

@ An S5H key pair contains both a public key and a
private key. Azure doesn't store the private key. After
the SSH key resource is created, you won't be able to

download the private key again. Learn more o

Return to create a virtual machine

You can see that the key pair has been downloaded.
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rosoft Azure

M

Home >

& CreateVm-canonical.ubuntu-24_04-lts-server-20251207153142 | Overview =

Deployment

Overview

& Inputs

Qutputs

& Template

Add or remove favorites by pressing CerLsShifter

The deployment is complete. Click on “Go to resource

£ search resources, services, and docs (G+/)

DEFAULT DIRECTORY (EBOTSIDN.

I T copilot

L Download () Refresh

li] Delete () Cancel (T) Redeploy

@ Your deployment is complete

Depk name: C ical.ub 24_D4-Iy Start time:
Subscription: Azure subscription 1
Resource group: 1g-vm-demo

~  Deployment details

. Next steps
Setup auta-shutdown Recommended
Manitor VM health, performance and network dependencies Recommended
Run a script inside the virtual machine Recommended

Go to resource reate another VM
Give feedback

& Tell us about your experience with deh

n

Correlation ID; e84c6f92-414b-4350-81c0-e4de227ed0ds

12/7/2025, 5:30:10 PM

Cost Management
Get notified to stay within your budget and
prevent unexpected charges on your bill.
Set up cost alerts >

)

Microsoft Defender for Cloud
Secure your apps and infrastructure

Go to Microsoft Defender for Cloud >

Free Microsoft tutorials
Start learning today >

Work with an expert
Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support.

Find an Azure expert >

T

Home > CreateVm-canonical ubuntu-24_04-lts-server-20251207153142 | Overview >

linux-vm-demo = =

Virtual machine

| K3 overview
& Activity log
A Access control (IAM)
@ Tags
X Diagnose and salve problems

« Resource visualizer

v

Connect

Networking

& Network settings

€» Load balancing

@ Application security groups
& Network manager

» Settings

> Availability + scale

>

Security

v

Backup + disaster recovery

~

Operations

v

Monitoring

v

Automation

> Help

Add or remove favorites by pressing CtrL +Shift+F

This is our virtual
machine.

I O Copilot

DEFALLT DIRECTORY (EBOTSIDN..

o

Help me copy this VM in any region | | Manage this VM with Azure CLI

&

Help me copy this VM in any region

& connect ~ [> ¢ Restart [] stop Hibernate ¥, Capture v
A Essentials
Resource group (move) : rg-vm-demo
Status : Running
Location : EastUS 2 (Zone 1)

Subscription (move)  : Azure subscription 1

Subseription 1D + dd5d4252-9ca5-4581-9dcT-bh3c0788bde7

Availability zone 1
Tags (edit) + Add tags
Properties  Monitoring  Capabilities (7) Recor d Tutorials

n Virtual machine
Computer name finux-vm-demo

Operating system Linux (ubuntu 24.04)

VM generation v2

VM architecture x64
Agent status Ready
Agent version 21501
Hibernation Disabled
Host group

[i] pelete () Refresh L] Openinmobile & Feedback [E CLI/PS

JSON View

Operating system + Linux (ubunty 24.04)

Size : Standard B1s (1 vcpu, 1 GIB memory)
: 20.49.50.09 < m—

ted public IPs
Virtual network/subnet ; linux-vm-demo-vnet/default

Primary NIC public IP

DNS name : Not configured
Health state
Time created + 12/7/2025, 10:30 PM UTC

& Networking

Public IP address © 20.49.50.89 { Network interface linux-vm-demo186_21)
1 associated public IPs
Public 1P address (IPv6) -
Private IP address 10.1.04
Private IP address (IPv6) -
linwx-vm-demo-vnet/default

Virtual network/subnet

DNS name Configure

machine. You can see the Public IP. We will use this public IP to access our virtual
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SSH into the Virtual Machine

e pETTEE

I &y Copilot

idneysmith@outh
DIRECTORY (EBOTSIDA

Home > CreateVm-canonicalubuntu-24_04-lts-server-20251207153142 | Overview >

linux-vm-demo

2 o Help me copy this VM in any region Manage this VM with Azure CLI X
Virtual machine
o & @ Help me copy this VM in any region
] K3 overview & Connect [ st § Restat [ stop (D vibernate & Capture v [i] Delete (O Refresh [ Openinmobile &7 Feedback [F cu/es
B Activitylog &
Ao Access control (1AM) A Essentials JSON View
& Tags Resource group (movely rg-ym-demo Operating system : Linux (ubuntu 24.04)
XK Disgriose snd sohie robléris Status inning Size : Standard B1s (1 vpu, 1 GiE memory)
. Resource visualizer Location : EaslWS 2 (Zone 1) Primary NIC public IP  : 20,49,50.89 .
5 CoiieE Subscription (move) : Azure shibscription 1 1 associated public IPs
onn "
Subscription 1D : dd5d4252-9ca5-4581-9dcT-b63c0788bdeT Virtual. n ubnet : linux-ym-d it
~ Networking Aatibitlyzone f DNS name : Mot configured
& Nework settings Health state
€ Load balancing Time created + 12/7/2025, 10:30 PM UTC
@ Application security groups Tags (edit) : Add tags
& Network manager
. Properties  Monitori Capabilities (7) wations  Tutorials
> Settings =
2 Availability + scale B2 virtual machine B Networking
2 Security Computer name linux-vm-dema Public IP address @ 20.49.50.89 { Network interface linux-vm-demo186_z1 )
> Backup + disaster recovery Operating system Linux (ubuntu 24.04) 1 associated public IPs
. VM generation \3 Public IP address (IPv6)
> Operations
VM architecture 64 Private IP address 10.1.04
» Monitoring
Agent status Ready Private IP address (IPv5)
¥ Automation Agent version 21501 Virtual network/subnet  linux-vm-demo-vnet/default
2 Help Hibernation Disabled DNS name Configure
Add of remave favorites by pressing Cerl +Shife+F Host group - v
. . . . I ”
To connect to this virtual machine, click on the drop down on “Connect
il idneysmith@outlo.
I
Microsoft Azure £ Search resources, services, and docs (G+/) l O copilot DEFALALT DARECTORY (EBOTSIDN,

Home > CreateVm-canonicalubuntu-24_04-lts-server-20251207153142 | Overview >

linux-vm-demo » = - @

Virtual machine

O Search e « @

Help me copy this VM in any region

Help me copy this VM in any region

& Connect v

Connect via Bastion

| B2 overview C Restart [ stop
B Activitylog

fn. Access control (IAM)

@ Tags Resource group (move) : rg-vm-demo

# Diagnose and solve problems Status : Running

. e Location : East US 2 (Zone 1)
=i+ Resource visualizer

Subscription (move) : Agure subscription 1

v

Cannect
Subscription 1D
' Networking

Availability zone i |
£ Network settings
€ Load balancing
1§ Application security groups Tags (edit) + Add tags

& Network manager

: dd5d4252-9ca5-4581-9dc7-b63c0788bde7

Recommendations

P Properties  Monitoring  Capabilities (7)
> Settings
> Availability + scale K3 virtual machine
> Security Computer name linux-ym-demo
S Backiip '+ disastar secovary Operating system Linux (ubuntu 24.04)
VM generation v2
» Operations
VM architecture 64
> Monitoring
Agent status Ready
> Automation Agent version 21501
> Help Hibernation Disabled
Add o remove fovorites by pressing Ctrl+Shift+F Host group

Select “Connect”

Manage this VM with Azure CLL

B capture »+  [i] Delete

Tutorials

() refresh  E] Openinmobile &' Feedback [Zn cu/ps
JSON View

Operating system : Linux (ubuntu 24.04)

Size : Standard B1s (1 vcpu, 1 GiB memory)
Primary NIC public IP & 20.49,5089
lassociated public |

Virtual network/subnet : finux-vm-demo-ynet/default

DNS name : Not configured

Health state =

Time created : 12/7/2025, 10:30 PM UTC
& Networking

Public IP address © 20.49.50.83 ( Network interface linux-vm-demo186_21)
1 associated public IPs

Pubilic IP address (IPv6) -

Private IP address 10.1.04
Private IP address (IPv6) -
Virtual network/subnet linuwe-vm-demao-vnet/default

DNS name Canfigure
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Microsoft Azu

Home > CreateVm-canonicalubuntu-

&

Virtual machine

A Search resources, services, and docs (G+/)

4_04-Its-server-20251207153142 | Overview

linux-vm-demo | Connect * -

linux-vm-demo

) Search |+ «
B overview

B Activity log

An Access control (JAM)

@ Tags

A Diagnese and solve problems

Resource visualizer
~ Connect

& Connect

X Bastion
“ Metworking
£ Newvork sertings
€ Load balancing

o] Application security
groups

2 Network manager
> Settings

> Availability + scale
> Security
>

Backup + disaster recovery

v

Operations

% Manitarinn

A or remove fovorites by pressing CtrL+Shife+F

There are different

0 Now view, configure, and even save your connection settings — all in one place. Have comments or suggestions for our new Connect experience? Provide feedback

(D Refresh € Reset passwordorkeys () Manage T 2 Troubleshoot 8 Feedback

BE NativeSSH ©
Source machine

Source machine 0S5 (O
Source IP address @
Destination VM

VM IP address (D

VM port @

Connection prerequisites

VM access @

S5H command

Execute in your choice of local shell
Edit settings |

" More ways to connect (4)

MOST POPULAR

Windows

Local IP | 108.31.160.223 Connecting over a VPN?

Public IP | 20.49.50.89
22

@ check inbound NSG rules

LOCAL MACHINE

| ssh-i <private-key-file-path> azureuser@20.49.50.89

A\ private key file path missing Edit settings

methods to connect, but we will use the “Native SSH”. Click on “Edit Settings”

e )

I D Copilot

» CreateVm-canonical.ubuntu-24_04-lts-server-20251207153142 | Overview >

linux-wrn-dey

Native SSH

Connect from your local machine

) Refresh

0 Now view, configure, and even save your connection §

() Refresh  © Reset password or keys

Home

& linux-vm-demo | Connect
Virtual machine

B overview

[ Activity log

Ao Access control (JAM)
@ Tags
X Diagnose and solve problems
« Resource visualizer
v Connect
& Connect
X Bastion
~ Networking
£ Network settings
@

@ Application securiy
groups

Load balancing

& Network manager

i

Settings.

~

Availability + scale

v

Security

% Backup + disaster recovery
> Operations

Y Manitarins
Add o remove fovorites by pressing Cerl+Shift+f

B Native ssH ©
Source machine
Source machine 05 @
Source IP address @
Destination VM
VM IP address O
VM port B
Connection prerequisites
VM access O

Check access
S5H command

Execute in your choice of local shell
Editsettings |

“ More ways to connect (4)

Source machine

©J Manage Ii
Source machine OS (& Windows v |
Source IP address (O Local IP | 108.31.160.223 ~| [
@ Trouble connecting over a VPN? Try a broader local IP range. More details
Destination VM
Windows
Local Ip| 108 VM IP address @ PublicIP | 20.49,50.89 v | 0y
VM port @ 22 |
Public IP | 20.
Connection prerequisites
22
VM access ) @ check inbound NSG rules
Orenzzi
SS5H command
o __ Execute below commands in your choice of local shell to connect via SSH.
ssh -i <prive
A\ Private ke  Provide a path to your SSH private key file on your local machine

Example: C:\Users\ < your-profile>\Dawnloads\id_rsa. e

Can't find your private key? Reset your SSH private key

Connect to your VM via SSH

(D For added security, SSH private key file path is only saved locally on this browser.

Save changes Close

| Troubleshoating

Enter the name of the key pair, that is “linux-vm-demo_key.pem”

&7 Give feedback
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'D kil L b b er"‘n I 0 cop"“‘ PR ORGETORY (IR

Home > CreateVm-canonical.ubuntu-24_04-Its-server-20251207153142 | Overview > linux-vm-de Na‘tive SSH b
& linux-vm-demo | Connect = - Conniect from your local machine
Virtual maching ) Refresh
P Search o € @ Now view, configure, and even save your connection s g0\, u machine 05 @ [Windows 5] -
s

B overview O Refresh € Reset password or keys ) Manage Sl source 1P address @ | Local 1P | 108.31.160.223 v| B
H Activity log O Trouble connecting over a VPN? Try a broader local IP range. More details
A Access control (IAM) - Native SSH © Destination VM

T . r
L Source machine VM 1P address © [Publicip | 2042.5089 v| [
X Diagnose and solve problems Source machine 05 @ Windows f
i . VM port @ | 22
«;» Resource visualizer Source IP address (@) Local IP | 108
~ Connect Destination VM Connection prerequisites

& Connect VM IP address © Public IP| 20. VM access O @ Check inbound NSG rules

X s s 22
' Networking Connection prerequisites

i SSH command
& MNetwork settings VM access (D Q@ rontazis . . ‘
Execute below commands in your choice of local shell to connect via S55H.
Check access
4» Load balancing
$SH command Provide a path to your SSH private key file on your local machine
® Application security —
groups Execute in your chaice of local shell ['ssh i <prive | linux-vm-demo_key.pem
A\ private ke Can't find your private key? Reset your SSH private key

2 Network manager

> Settings Edit settings | Connect to your VM via SSH
| ssh-ii d em 20.49.50.89 |

> Availability + scale |  key.p ; i)
> Security ~ More ways to connect (4) -
> Backup + disaster recovery (D) For added fecurity, SSH private key file path is only saved locally on this browser.
> Operations

: Bty iy 7 Gueendbuck

S Manitarina

Add or remove fovorites by pressing Cerl +Shift+F

Click on “Save Changes”

T =

Home > CreateVm-canonicalubuntu-24_04-lts-server-20251207153142 | Overview > linux-vm-dei Native SSH %
§ linux-vm-demo | Connect * - Connect from your focal machine
Virtual machine () Refresh
3 Search & ¢ o Now view, configure, and even save your connection s ¢ 0 o i oo o] ‘ Windows ~ | a
. - »
B overview () Refresh €, Reset password or keys ) Manage )l soqrce I address O [Localtp | 10831160223 ~| D
E Activitylog @ Tiouble connecting over a VPN? Try a broader local IP range. More details
Ao Access control (1AM) - Native SSH & Destination VM
T: 2
@ Tags Source machine VM IP address @ [public i | 20495039 v| D
# Diagnose and solve problems Source machine 05 @ Windows
z VM port @ |22 |
<1+ Resource visualizer Source IP address (D Local IP | 108 )
~ Connect Destination VM Connection prerequisites
& Connect VM IP address © Public IP | 20: VM access © @ Check inbound NSG rules
X ssion D 2
' Networking Connection prerequisites
i SSH command
& Network settings VM access © @ ron22is )
Execute below commands in your choice of local shell to connect via S5H.
Check access
€¥ Load balancing
S eammand Provide a path to your SSH private key file on your local machine
o Application security :
groups Execute in your choice of local shell [ ssh | linux-vm-demo_key.pem
A\ Private ke Can't find your private key? Reset your SSH private key
& Network manager
> Settings Edit settings Connect to your VM via SSH
| ssh-ii d pem 49.50.89
> Avallability + scale R by B
> Security " More ways to connect (4) -
» Backup + disaster recovery (D For added security, SSH private kéfy fite path is only saved lacally on this browser.
> Operations - .
Save changes Close Troubleshooting A7 Give feedback

Add or remove fovorites by pressing Cerl+Shift+F

Click on “Close”
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DEFAULT DIRECTORY (EBOTSIDN..

Microsoft Azure B Search resources, services, and docs [G+/) l i Copilot

Home > CreateVm-canonicalubuntu-24_04-lts-server-20251207153142 | Overview > linux-vm-demo

& linux-vm-demo | Connect  # - X
Virual machine
£ search o © now view, configure, and even save your connection settings — all in one place. Have comments or suggestions for our new Connect experience? Provide feedback X
i a
KX overview () Refresh € Resetpassword orkeys () Manage)iT @ Troubleshoot &7 Feedback
E Activity log
—
FR Access control (IAM) 2 Native SSH O MOST POPULAR | | LOCAL MACHINE
L Source machine
# Diagnose and solve problems Source machine 05 O Windows
«i+ Resource visualizer Source IP address O Local IP| 108.31.160.223 |D Connecting over a VPN?
¥ Connect Destination VM
& Connect VM IP address @ Public IP | 20.49.50.
X Bastion VM port @ 22
W Networking Connection prerequisites
VM access @ @ Check inbound NSG rules

B Metwork settings

— [ creckoccess

SSH command

0 Application security
groups Execute in your choice of local shell [[ssh-ii demo_key.pem 149.50.89 s}

Can't find your private key? Reset your SSH private key

& Network manager

> Settings | Editsettings | -+
> Availability + scale

> Security ~ More ways to connect (4)

> Backup + disaster recovery

> Operations

Y Manitadnn

Ak ar remove faverites by pressing CerL+Shift+r

Click on “Check Access”

Microsoft Azure P Search resources, sesvices, and docs (G+/) I 0 Copilot S e o
Home > CreateVm-canonical.ubuntu-24_04-its-server-20251207153142 | Overview > linux-vm-demo
& linux-vm-demo | Connect x

Virtual machine

Search R 0 Now view, configure, and even save your connection settings — all in one place. Have comments or suggestions for our new Connect experience? Provide feedback x
8 Ovenview (D Refresh  Q, Reset password or keys (U Manage JIT 2 Troubleshoot &7 Feedback
E Activity log
R Access contral (1AM) i Native SSH © MOST PGPULAR | | LOCAL MACHINE
® Tgs Source machine
¥ Diagnose and solve problems Source machine OS (O Windows
<1+ Resource visualizer Source IP address (@ Local 1P| 10831160223 [} Connecting over a vPN?
v Connect Destination VM

& Connect VM IP address () Public IP | 20.49.50.89

X Bastion VM pert G 22
v Networking Connection prerequisites

VM access (D) 0 Port 22 is accessible from source IP(s) View applied NSG rules

& Network settings
Check access

€» Load balancing

s " S5H command
Application security . ~
groups Execute in your choice of local shell | ssh -i linuwe-vm-demo_key.pem azureuser@20.49.5 [y}
B Hewwork Can't find your private key? Reset your SSH private key

etwork manager

> setiings | edicsetings | o
> Availability + scale

> Security ' More ways to connect (4)

> Backup + disaster recovery

> Operations

Y Manitaring 4
Add or remave favorites by pressing Cerl +Shife+F

Copy this command:

ssh -1 linux-vm-demo_ key.pem azureuser@20.49.50.89

Open Command prompt terminal
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™ Command Prompt

Microsoft Windows [Version 10.0.26200.7309]
(c) Microsoft Corporation. All rights reserved.

C:\Users\ebots>|

Navigate to where the key pair file is saved. It is saved in this path “C:\Users\ebots\Downloads\demo”.
So, run the command:

cd Downloads\demo

= Command Prompt

Microsoft Windows [Version 10.0.26200.7309]
(c) Microsoft Corporation. All rights reserved.

C:\Users\ebots>cd Downloads\demo

C:\Users\ebots\Downloads\demo>|

Let us check the content of the folder by using the command:

1s

] Command Prompt

Microsoft Windows [Version 10.0.26200.7309]
(c) Microsoft Corporation. All rights reserved.

C:\Users\ebots>cd Downloads\demo

C:\Users\ebots\Downloads\demo>1ls
Linux-vm-demo_key.pem

C:\Users\ebots\Downloads\demo>

You can see that the key pair file is present, this is the private key. The next thing is to check the
permission of our key pair. We will do this using the command”

1ls -lart

" Command Prompt X + v

Microsoft Windows [Version 10.0.26200.7309]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\ebots>cd Downloads\demo

C:\Users\ebots\Downloads\demo>ls
Linux—vm‘;demo,key .pem

\ebots\Downloads\demo>1s -lart
-- 1 ebots 197609 2498 Dec 7 17:30 linux-vm-demo_key.pem

@ Dec 7 18:
@ Dec 7 18:1¢f

C:\Users\ebots\Downloads\demo>|
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You can see that the private key has both read and write permission. But the private key needs to have
just the read permission. So, we change the permission by running the command:

chmod 400 linux-vm-demc key.pem

7 Command Prompt brd + -~

Microsoft Windows [Version 10.0.26200.7309]
(c) Microsoft Corporation. All rights reserved.

C:\Users\ebots>cd Downloads\demo

C:\Users\ebots\Downloads\demo>1s
linux-vm-demo_key.pem

C:\Users\ebots\Downloads\demo>1ls -lart

total 524

-rw-r—-r—— 1 ebots 197609 2U98 Dec 7 17:30 linux-vm—-demo_key.pem
drwxr-xr-x 1 ebots 197609 © Dec 7 18:15 ..

drwxr-xr-x 1 ebots 197609 ®@ Dec 7 18:15 .

C:\Users\ebots\Downloads\demo>chmod 400 linux-vm-demo_key.pem

C:\Users\ebots\Downloads\demo>|

Let us check the permission again by running the command:

I =lLark

1 Command Prompt x =l e

C:\Users\ebots>cd Downloads\demo

C:\Users\ebots\Downloads\demo>1ls
linux-vm—-demo_key.pem

C:\Users\ebots\Downloads\demo>ls -lart

total 524

-rw-r——r—— 1 ebots 197609 2498 Dec 7 17:30 linux-vm—-demo_key.pem
drwxr—-xr-x 1 ebots 197609 ® Dec 7 18:15

drwxr-xr-x 1 ebots 197609 ® Dec 7 18:15

C:\Users\ebots\Downloads\demo>chmod 400 Llinux-vm-demo_key.pem
C:fUsers\ebots\Downloads\demo>ls -lart
-r—-—r——r—— 1 ebots 197609 2498 Dec 7 17:30 linux-vm-demo_key.pem

drwxr-xr-x 1 ebots 197609 © Dec 7 18:15
drwxr-xr-x 1 ebots 197609 ® Dec 7 18:15

C:\Users\ebots\Downloads\demo>|

You can see that we have just read only permission.

Now, Run the copied command here

ssh -1 linux-vm-demo key.pem azureuser@20.49.50.89
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¥ Command Prompt - ssh -ilin X + v

Microsoft Windows [Version 10.0.26200.7309]
(c) Microsoft Corporation. All rights reserved.

C:\Users\ebots>cd Downloads

C:\Users\ebots\Downloads>ssh -i linux-vm-demo_key.pem azureuser@2®.49.50.89
The authenticity of host '20.49.50.89 (20.49.50.89)' can't be established.
ED25519 key fingerprint is SHA256:Q57LTrNFyc@E//b3+09FTIGFolBsFdgKXQXoQ3pXaBI.
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? |

Type “yes” and press “Enter”

= azureuser@linux-vm-demo: ~ X + ~
System information as of Sun Dec 7 23:12:23 UTC 2025

System load: 0.0 Processes: 113
Usage of /: 5.6% of 28.02GB Users logged in: [°]

Memory usage: 28% IPvl4 address for eth®: 10.1.0.4
Swap usage: 0%

Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>"
See "man sudo_root" for details.

% |

We are now connected to the virtual machine. So, we have successfully provisioned the virtual machine
on our Azure Cloud.
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Part 2: Set up Windows Virtual Machine

In this part we will do a demo on how to set up a Windows virtual machine. To start with the demo, go
to Azure portal.

- Microsoft Azure D Search resources, services, and docs (G +/) .. I T Copilot ] S & gm:j;‘;Y-"“i:h(ﬁ’Dl"g‘&-- ‘ﬂ.

Azure services

Create a Storage Resource Virtual Network Route tables Virtual Subscriptions Public 1P More services
resource accounts groups machines security groups networks addresses

Resources

Recent  Favorite

Name Type Last Viewed
Storage account a day ago
Resource group aday ago
Network security group 3 days ago
Virtual machine 3 days ago
Virtual network 4 days ago
Public IP address 4 days ago
Network Interface 4 days ago
Resource group 4 days ago
Resource group 4 days ago
Virtual machine 5 days ago
Network Interface 5 days ago
Network security group 5 days ago

ee all
-~ = = — . __ — = — & s s

We will use the “Resource Group” we created for the Linux machine demo. Now, let us continue to
create our Virtual machine. Search for “Virtual Machines”
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S

X ' T Copilot

. i  More (4
Azure services Al Services (30) Marketplace (6) )
Services See more
D
o (%) V = —>
. B virtual machines . . .
Create a Subscriptions Public IP More services
(3] virtual machines (classic) addresses
lil Virtual Machines (Operator Nexus)
urces B sqL Server on Azure Virtual Machines Azure SQL
Recent  Favorite Marketplace
d Virtual Machines with Confidential App Enclaves
Name Last Viewed
= [J Managed Virtual Machines
= sosodemosa 2 days ago
j Managed Services for Azure Vintual Machines
[#) rg-demo-section-1 2 days ago
ﬂ Cloud Backup for Azure Virtual Machines & Azure Storage
@ dev-eus-ubuntu-nsg 5 days ago
B Gev-eus-ubuntu Desnrriiution Lot 5 days ago
3 ynet-eastus? Quickstart - Create a Windows VM in the Azure portal - Azure Virtual Machines 5 days ago
= dev-eus-ubuntu-ip Availability options for Azure Virtual Machines - Azure Virtual Machines 5 days ago
G dev-eus-ubuntu796_z1 Describe Azure Compute and Networking Services - Training 5 days ago
[®) eg-demo-section-6 Overview of virtual machines in Azure - Azure Virtual Machines 5 days ago
[#) sos0 6 days ago
4 Continue searching in Microsoft Entra ID
Iil ubuntu-public-vm 6 days ago
Searching all subscriptions. B Give feedback
@ ubuntu -public-vm774_z1 - = 6 days ago
@ ubunte public-vm-nsg Network security group 6 days ago

See all

Click on “Virtual Machines”

l 1 copilot

Home » Compute infrastructure

Compute infrastructure | Virtual machines o

Check which VMs cannot access the internet

Microsoft
o Vesimadines  Gotsaned
@ Overview
+ Create ¢ (U Reservations £33 Manageview ~ () Refresh & Exportto CSV
B All resources
~  Infrastructure O x .2 new version of Browse experience. Click here to access the old experience,

KX virtual machines Filter for any

Subscription equals all

Virtual Machine Scale Set
(VMSS)

k]
Name T Subscription
® Compute Fleet
BB gev-eus-ubuntu

Disks + images Azure subscript...

>

BB iy i >
> Capacity + placement linux-vm-demo Azure subseript...
>

Related services L] ubuntu-public-vm Azure subscript...
> Monitoring+Policy

> Help

Type equals all

Resource Group Lacation
rg-demo-s EastUS 2
rg-vm-déma EastUS 2
demo-vnet-azure  EastUS 2

Analyze alerts across virtual machines

§* Open query ¢

Resource Group equals all X

Show me protected VMs in XXX region b o

Group by none

Location equals all % -+ Add filter
Status Operating syst.. Size Public IP addre...  Disks
Running Linux Standard_B1s 68.154.5.26 1
Running Linux Standard_B1s 20.49.50.89 1
Running Linux Standard_B1s 172.20633.119 1

Showing 1 - 3 of 3. Display count: | auto v
Add or remave favorites by pressing Cerl #Shift+F

CIi;:k on the drop down on “Create”

»
B Give feedback
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ittt e I w b

Home > Compute infrastructure

Compute infrastructure | Virtual machines - BB Check which VMs cannot access the intemet  Analyze alerts across virtual machines | Show me protected VMs in XXX region X
Microsoft

' Search 1%« Virtualmachines  Get started

@ Overview

+ create v (U Reservations ~  §30 Manage view ~ () Refresh & ExporttoCsv  §° Openquery | @ Assigntags [> st O Restart o+

- Group by nane
Bl All resources

v Infrastructure u Virtual machine 16(e 10 access the old experience,
Best for lower-traffic worklcads, testing, or to
I3 virnual machines control or highly customize apps, OS, or file system.
If your workload or traffic starts to grow, a VM can
% Virtual Machine Scale Set later be attached to a Virtual Machine Scale Set
(VMSS) (VMSS)

Type equals all Resource Group equals all > Location equals all X - Add filter

Resource Group  Location Status Operating syst...  Size Public IP addre...  Disks
#® Compute Fleet %

Virtual machine scale set (VMSS)

Disks + images Built-in scaling, performance optimization, load
balancing, and batch management for 110 1,000 t 3 ‘
VMs (no added cost). Include multiple VM sizes, ipt..  rg-vm-demo EastUS 2 Running Linux Standard_B1s 20.49.50.89 1
20nes, regions, and domains, along with discounted
Related services Spot VMs.

Monitoring+Policy u P

Help Create a pre-configured VM designed to optimize
memaory, capacity, or for general use. Deploy as-is,
or customize as needed.

ipt..  rg-demo-sectio.. EastUS2 Running Linux Standard_Bls 68.154.5.26 1

v oo

Capacity + placement

demo-vnet-azure  EastUS 2 Running Linux Standard_B1s 172.206.33.119 1

IRV

[.v] Hybrid, preconfigured, and high volume
solutions
Explore pre-configured Starter kits for Linux and
Windows, Azure Arc hybrid infrastructure solutions,
and more.

« >
Showing 1 - 3 of 3. Display count: | auto & Give feedback
Add or remove fovorites by pressing Cerl+Shift+F

Select “Virtual Machine”

m | U
Microsoft Azure P Search resources, services, and docs (G+/) I @ Copilot DEFAULT DIRECTORY (EBD

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - M Help me create 3 VM optimized for high availability  Help me choose the right VM size for my workload | Help me create a low cost VM x
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
a S
Basics Disks Networking Management  Monitoring  Advanced Tags  Review + create Estimated monthly costs © "
Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized Costs indicated here are estimates only. Pricing may

vary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include.
other resource costs, licensing and subscription
Project details implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.

image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more '

Select the subscription ta manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.
.0 Give feedback about your estimate

& :
Subscription * @ ! Azure subscription 1 v experience
» Basics $0.00
Resource group * (@ (New) Resource group W
Create new Virtual machine $0.00
Instance details Size $0.00
Standard_B1s

Virtual machine name * |

Region* @ | sy Eastus 2 v > Disks $4.80
Deploy to an Azure Extended Zane
i > Networking $0.00
Availability options @ | Availability zone v
Zone options () Self-selected zone » Management $0.00
Choose up to 3 availability zones, one VM per zone
O Azure-selected zone (Preview) » Monitoring $0.00
Let Azure assign the best zone for your needs
Estimated monthly cost £4.80

You can see that our “Subscription” has been selected. Let us select the “Resource Group”. Click on the
drop down on “Resource Group”
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e e e Tk I o conle

Home » Compute infrastructure | Virtual machines >

Create a virtual machine &) Help me create 2 VM optimized for high availability  Help me choose the right VM size for my worldoad  Help me create a low cost VM x
& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my worklead
a .
Basics Disks  Networking ~ Management  Monitoring  Advanced  Tags  Review + create Estimated month Iy costs & 2

Costs indicated here are estimates only. Pricing may

ary ing on your Microsoft , date of
purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
other resource costs, licensing and subscription

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn more o'

Project details implications. This feature may have limited or
2 ' restricted functionality, but is made available on a
Select the subscription to manage deployed resources and costs. Use resource groups like folders ta organize and manage all preview basis for evaluation and feedback.

your resources.
s Give feedback about your estimate

Subscription * @ | Azure subscription 1 ~ experience
~  Basics $0.00
Resource group * (O (New) Resource group v
[ Belect existing. Virtual machine $0.00
Size $0.00

Instance details demo-vnet-azure Standard_B1s

2 » M .
Virtual machine name * (O rg-demo-section-1

Region* @ rg-demo-section-6 S Disks $480
- rg-vm-d
L2 5
> Networking $0.00
Availability options (D 666
Zone options @ Self-selected zone > Management $0.00
Choose up to 3 availability zones, one VM per zone
(O Azure-selected zone (Preview) > Monitering $000
Let Azure assign the best zone for your needs
Estimated monthly cost $4.80

< Previous

Select the “Resource Group” we created, that is “rg-vm-demo”

2 ‘Search resources, services, and docs {G+/) I O Copilot

Home » mpute infrastructure | Virtual machines
Create a virtual machine - Ml Help me create a VM optimized for high availability | Help me choose the right VM size for my workicad | | Help me create a low cost VM bl
Help me create 3 low cost VM Help me create a VM optimized for high availabilit Help me choose the right VM size for my workload
3} p P P g y P g ¥
- .
Basics Disks Networking Management  Monitoring  Advanced  Tags  Review + create Estimated monthly costs © -

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized Costs indicated here are estimates only, Pricing may

image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab ¥eloy GepETiding amyour Micrasoit sofeemeniyiate of
3 purchase, subscription type, usage costs, licensing

and eurrency exchange rates. Total costs may include
other resource costs, licensing and subscription

for full customization. Learn more

Project details implications. This feature may have limited or
e . ) restricted functionality, but is made available on a
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all preview basis for evaluation and feedback.

your resaurces.
o Give feedback about your estimate

Subscription * O | Azure subseription 1 | experience
~ Basics $0.00
Resource group * (@ \ rg-vm-dema ha
Creste new Virtual machine $0.00
Size $0.00

Instance details
Standard_B1s

Virtual machine name * (@O | .
Region* | (US)Eastus 2 v > Disks 34.80
Deploy 1o an Azure Extended Zone
> Networking $0.00
Availability options © ‘ Availability zone ™ |
Zone options (@ ®) Self-selected zone ? Management $0.00
Choese up to 3 availability zones, ane VM per zone
©) Azure-selected zone (Previen) ? Monitoring $000
Let Azure assign the best zone for your needs
Estimated monthly cost $4.80

Give feedback

Previous Next

5

Here, we will give the “Virtual Machine” a name. In this demo, we are creating a Linux machine. | will
call it “windows-vm-demo”.
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Microsoft Azure B Search resources, services, and docs (G+/) I O Copilot

Home > Compute infrastructure | Virtual machines >

create a vil‘tual machine = o Help me create a VM optimized for high availability | Help me choose the right VM size for my workload Help me create a low cost VM X
[75] Help me create a low cost VM Help me create a VM optimized for high availabili Help me choose the right VM size for my workload
P P P 9 y p g 4
& & -
Basics Disks Networking  Management  Monitoring  Advanced Tags  Review + create Estimated monthly costs © »
.
Create a virtwal machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized Costs indicated here are :‘sumales only. Pricing may ?
jmage. Complete the Basics tab then Review + creale to provision a virtual machine with default parameters or review each tab Yary depending on yoor Microsolt agreement, date of
for full customization. Learn more o porcime, suinaiption lye. e cnsty, Scensing
g 2 and currency exchange rates. Total costs may include
. other resource costs, licensing and subscription
Project details implications, This feature may have limited or
restricted functionality, but is made available on a
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all it el
your resources,
Give feedback about your estimate
Subscription * @ | Azure subscription 1 "3 experience
~ Basics $0.00
Resource group * @ rg-vm-demo v
Create new Virtual machine $0.00
Instance details Ste L
Standard_B1s
Virtual machine name * @ windows-vm-demo o
Region * @ | (US) East US 2 > Disks $4.80
Deploy to an Azure Extended Zone
> Networking $0.00
Availability options (@ | Availability zone
Zone options (O Self-selected zone > Management $0.00
Choose up to 3 availability zanes, ane VM per zone
() Azure-selected zone (Preview) > Monitoring $0.00
Let Azure assign the best zone for your needs
Estimated monthly cost $4.80

Here, on “Region”, we will use “East US 2”. So, we will leave it as it is.

N =

Home > Compute infrastructure | Virtual machines >

Create a virtual machine | Help me create a VM optimized for high availability | Help me choose the right VM size for my workload | Help me create a low cost VM s
@ Help me create a low cost VM Help me create a VM optimized for high availabili Help me choose the right VM size for my workload
Instance details Estimated monthly costs © -
Virtual machine name * © | linux-vm-demo & ] Costs indicated here are estimates only. Pricing may
e vary depending on your Microsoft agreement, date of
Region * @ | (US) East US 2 ~ purchase. subscription type, usage costs, licensing
o — and currency exchange rates. Total costs may include
Deploy to an Azure Extended Zone other resource costs, licensing and subscription
. - implications. This feature may have limited or
Availability options @ | Availability zone i restricted functionality, but is made available on a
B preview basis for evaluation and feedback.
Zone options (®) self-selected zone )
Choose up to 3 availability zones, one VM per zone op Give feedback about your estimate
experience
(O Azure-selected zone (Preview)
Let Azure assign the best zone for your needs ~ Basics $0.00
Availability zone * © | zone 1 v Virtual machine $0.00
€ You can now select multiple zones. Selecting multiple zones will create one VM Size $0.00
per zone, Leam more (7 Standard_B1s
Security type @ | Trusted launch virtual machines bl | > Disks $4.80
Configure security features
T - o 2 Networkin: .00
Image * © Ubuntu Server 24.04 LTS - x64 Gen2 v 9 fo.
See all images | Configure VM generation
o ‘ : » Management $0.00
VM architecture @ O amea
®) x6d > Menitering $000
Run with Azure Spot discount (@ O Estimated monthly cost $4.80

Then, on “Availability Option”, we will select “Availability zone”
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[ e S =

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - @)  Helpme create a VM optimized for high availability  Help me choose the right VM size for my workload  Help me create a low cost VM X
&) Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workioad
a : .
Instance details Estimated monthly costs © -
-
Virtual machine name * @ linux-vm-dema ¥ Costs indicated here are estimates only. Pricing may
vary depending on your Microsaft agreement. date of
Region * @ {US) EastUS 2 [ purchase, subscription type, usage costs, licensing
- = and currency exchange rates. Total costs may include
Deploy to an Azure Extended Zone other resource costs, licensing and subscription
- implications. This feature may have limited or
Availability options (© Availability zone v restricted functionality, but is made available on a
preview basis for evaluation and feedback.
Zone options (O Self-selected zone -
Choose up to 3 availability zones, one VM per zone & Give feedback about your estimate
experience
(O Azure-selected zone (Preview)
Let Azure assign the best zone for your needs v Basics $0.00
Availability zone * @ Zone 1 v Virtual machine £0.00
@ You can now select multiple zones. Selecting multiple zones will create one VM Size $0.00
per zone. Leamn mare o Standard_Bls
Security type © | Trusted launch virtual machines v > Disks $4.80
Configure security features
= > Networki; 0.00
Image * @ u Server 24.04 LTS - x64 Gen2 v ik §
See all images | Configure VM generation
ges | Config g > Management $0.00
VM architecture @ Q) Arme4
> Monitoring $000
Run with Azure Spot discount @ D Estimated monthly cost $4.80

Then, on the “Zone Options”, select “Self-selected Zone”

il Je R l

Home » Compute infrastructure | Virtual machines

Copilot

create a Virtual machine - @  Helpme create a VM optimized for high availability  Help me choose the right VM size for my workicad  Help me create a low cost VM »

@  Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Instance details Estimated monthly costs © »
.
Virtual machine name * (0 linux-vm-demo ™ Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
Region * @ (US) East US 2 Fs purchase, subscription type, usage costs, licensing
——— — and currency exchange rates, Total costs may include
Deploy to an Azure Extended Zone other resource costs, licensing and subscription
implications. This feature may have limited or
Availability options & Availability zone v restricted functionality, but is made available on a
preview basis for evaluation and feedback.
Zone options (O Self-selected zone ‘
Choose up to 3 availability zones, one VM per zone o Give feedback about your estimate
experience
() Azure-selected z0ne (Preview)
Let Azure assign the best zane for your needs ~  Basics. $0.00
Availability zone * @ Zone 1 L Virtual machine $0.00
€ You can now select multiple zones. Selecting multiple zones will create cne VM Size $0.00
per zone. Learn more Standard_B1s
Security type @ Trusted launch virtual machines W 5> Disks 5480
Configure security features
> Networki 0.00
Image * © [E] Ubuntu Server 24.04 LTS - x64 Gen2 ~ " §
see all images | Configure VM generation
J * » Management $0.00
VM architecture @ ) amss
> Monitoring $000
Run with Azure Spot discount @ O Essifnated mionthly cost $a80

TP | heaiowas B e fesdback

For Zone, select “Zone 1”. But if you want to have maximum availability for your machine, you can select
more zones.
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Home > Compute infrastructure | Virtual machines >

Create a virtual machine - @)  Help me creste a VM optimized for high availability  Help me choose the right VM size for my workload | Help me create a low cost VM X
&) Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
a . &
Instance details Estimated monthly costs © -
Virtual machine name * (O linux-ym-demo v =

Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement. date of
Region * @ (US) East US 2 ~ purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
other resource costs, licensing and subscription

— implications. This feature may have limited or
Availability options (© Availability zone v restricted functionality, but is made available on a
preview basis for evaluation and feedback.

Deploy to an Azure Extended Zone

Zone options () (®) Self.-selected zone :
Cheose up to 3 availability zenes, one VM per zene g Give feedback about your estimate
experience
() Azure-selected zone (Preview)
Let Azure assign the best zone for your needs v Basics $0.00
Availability zone * @ Zone i 55 Virtual machine $0.00
@ You can now select multiple zones. Selecting multiple zones will create one VM Size $0.00

per zone. Leam more Standard Bls

Security type @ Trusted launch virtual ma

> Disks $4.80
Configure security features
= = > Networking $0.00
image* © Ubuntu Server 24.04 LTS - x64 Gen2 ~
See all images | Configure VM generation
oS ot 8 > Management $0.00
VM architecture (O O Arm64
(®) x64 > Monitoring $000
Run with Azure Spot discount @ D - Estimated monthly cost $4.80
< Previous & cive feedback

For “Security Type”, select “Trusted Launch virtual Machines”

S ey I R

Home » Compute infrastructure | Virtual machines >

i i " Help me create a VM optimized for high availabili Help me choose the right VM size for my workioad  Help me create a low cost VM x
ig! ity ks ¥
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choase the right VM size for my workload
r a f v
Security type @ [ Trusted launch virwual machines v | Estimated monthly costs © »

Canfigure security features

Costs indicated here are estimates only. Pricing may
. vary depending on your Microsoft agreement, date of
Image * © | Ubuntu Server 24.04 LTS - x64 Gen2 “d purchase, subscription type, usage costs, licensing
See all images | Configure VM generation and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
VM architecture (D O Arméd implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback
Give feedback about your estimate
. . o &
Run with Azure Spot discount (@ D experience
size* @ Standard_B81s - 1 vcpu, 1 Gi memory ($7.58/month) (free services eligible) ~ Basics $0.00
See all sizes
Virtual machine $0.00
Enable Hibernation (O L. N
. Size $0.00
@ Hibernate does not currently support Trusted launch and Confidential
machines for Linux images. Leam more ' Standard_B1s
Administrator account .
§ > Disks $4.80
Authentication type (O S5H public key
O password > Networking $0.00
o Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way 1o connect to your 2 Management $0.00
virtual machine.
> Monitoring $000
Username * © | azureuser v y
L Estimated monthly cost $4.80

For the “Image”, click on the drop down on “Image”. On the search type “Windows"”
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T =

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - @  Heipme creste a v optimized for high availability | Help me choose the right VM size for myworkdoad  Help me create a low cost VM X
@) Help me create a low cost VM Help me create 3 VM optimized for high availability Help me choase the right VM size for my workload

€ You can now select multiple zones. Selecting multiple zones will create one VM Estimated rnonthfy costs O B
per zone. Leam more o
Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
Security type @ | Trusted launch virtual machines v purchase, subsaription type, usage costs, ficensing
and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
implications. This feature may have limited or
Image * @ | [&] Ubuntu Server 24.04 LTS - x64 Gen2 v restricted functionality, but is made available on a
o= preview basis for evaluation and feedback.

Configure security features

[[windowd
Give feedback about your estimate
VM architecture & .
@ Recently used experience
EJ windows Server 2022 Datacenter: Azure Edition Hotpatch - x64 Gen2 ~ Basics $0.00
} o)
Rinhiizues Spok ckeotet, O Recommended Gen 2 images compatible with Trusted launch Virtual machine $0.00
size* O B windows Server 2025 Datacenter. Azure Edition - x64 Gen2 Size $0.00
Standard_B1
Bl Windows Server 2025 Datacenter - x54 Gen2 s
Enable Hibemation @ Bl Windows Server 2025 Datacenter Server Core - x64 Gen2
> Disks $4.80
_____—-—" *— Windows 11 Pro, version 25H2 - x64 Gen2
Administrator account & iicetnordng 30,00
Authentication type () SSH public key > Management $0.00
O Password
> Monitoring s000

@ 2zure now automatically generates an SSH key pair for you and allows you to

store it for future use. It is & fast, simple. and secure way to connect to your -
ratabialitis = . 2 Estimatsd monthly cost 5480

Select “Windows 11 Pro, version 25H2 — x64 Gen2”

i Conilot ebof e i
p sl mand 2= (G‘n I o — EAR R s

Home » Compute infrastructure | Virtual machines >

cre ate a Virtual machine o Q Help me create a VM optimized for high availability  Help me choose the right VM size for my workload | Help me create a low cost VM ¥

& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

@) You can now select multiple zones. Selecting multiple zones will create one VM
per zone. Leamn more o

Estimated monthly costs & "

-
Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
. @ T (aunch virakmachs = purchase, subscription type, usage costs, licensing
Securitytype: ‘ rufled Lo L | and currency exchange rates. Total costs may include
Configure security features other resource costs, licensing and subscription
= = implications. This feature may have limited or
Image * @ «— Windows 11 Pro, version 25H2 - x64 Gen2 ~ | restricted functionality, but is made available on a
See all images | Conf VM generation preview basis for evaluation and feedback.
Give feedback about your estimate
VM architecture (D £ experience i
~ Basics $0.00
@ Armés4 is not supported with the selected image.
Virtual machine $0.00
Run with Azure Spot discount @ a Size £0.00
Standard_B1s
Size* @ ‘ Standard_B1s - 1 vcpu, 1 GiE memory ($7.59/month) (free services eligible) ~ |
See all sizes
> Disks $17.92
Enable Hibernation @
@ Hibemate is not supported by the size that you have selected. Choose a size that is i
compatible with Hibernate to enable this feature. Leam more of 2 Networking $0.00
Administrator account 7 Management $0.00
USSR D ‘ > Monitoring $000
€ The value must not be empty.
€ The value must be between 1 and 20 characters long. Estimated monthly cost $17.92

< Previous

On “VM Architecture”, select “x64”
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I T Copilot

Home > Compute infrastructure | Virtual machines

Create a virtual machine — o

Help me create a VM optimized for high availability

Help me choose the right VM size for my workload

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

€ You can now select multiple zones. Selecting multiple zones will create one VM
per zone, Learn more

Security type @ \ Trusted launch virtual machines v |

Configure security features

image * © «— Windows 11 Pro, version 25H2 - x64 Gen2 V

See all images | Conf

VM architecture (O Armed

@ Amed s not supported with the selected image.
Run with Azure Spot discount D

Size* @ ‘ Standard B1s -1 vepu, 1 Gig memory (S?.Sslmonrth)rﬂme servicese]iqiblg) W |

See all sizes

Enable Hibernation @

@ Hibemate is not supported by the size that you have selected, Choose a size that is
compatible with Hibernate to enable this feature. Learn more o

Administrator account

Username * |

@ The value must not be empty.
€ The value must be between 1 and 20 characters long.

< Previous

Help me create a low cost VM X
P 2 &

Estimated monthly costs © -

Costs indicated here are estimates only. Pricing may

vary depending on your Microsoft agreement, date of

purchase, subscription type, usage costs, licensing

and currency exchange rates. Total costs may include

other resource costs, icensing and subscription

implications. This feature may have fimited or

restricted functionality, but is made available on a

preview basis for evaluation and feedback.

& Give feedback about your estimate
experience

~ Basics $0.00
Virtual machine $0.00

Size $0.00
Standard_B1s

> Disks $17.92

> Networking $0.00

> Management $0.00

»  Monitoring $000

Estimated monthly cost $17.92

A Give feedback

Here on “Run with Azure Spot Discount”, leave the box “Unchecked”

e

I T Copilot

Home » Compute infrastructure | Virtual machines

Create a virtual machine - @

Help me create a VM optimized for high availability

Help me choose the right VM size for my workload

Help me create a low cost VM *

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

@ You can now select multiple zones, Selecting multiple zones will create one VM
per zone. Learn more

Security type © ‘ Trusted launch virtual machines o

Configure security features

image * ©

=— Windows 11 Pro, versian 25H2 - x64 Gen2 W

See all images |

VM architecture (O A

@ Améd s not supported with the selected image.

Run with Azure Spot discount (@ E]

Size* © [ Standard_B1s - 1 vcpu, 1 GiB memory ($7.59/month) (free services eligible)

See all sizes
Enable Hibernation (0

@ Hibernate s not supported by the size that you have selected. Choose a size that is
compatible with Hibemate to enable this feature. Learn more o

Administrator account

Username * (@ [

@ The value must nat be empty
€ The value must be between 1 and 20 characters long.

< Previous

For “Size”, select “Standard_B1s-1 vcpu .

Estimated monthly costs © B

Costs indicated here are estimates only, Pricing may
vary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.
® Give feedback about your estimate
experience
~  Basics $0.00
Virtual machine $0.00
Size $0.00
Standard_B1s
> Disks $17.92
? Networking $0.00
> Management $0.00
> Monitoring $000
Estimated monthly cost $17.92

A Give feedback

"” to keep the cost low.
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[ e T =

Home 3 Compute infrastructure | Virtual machines >

Create a Virtual machine < W Helpme create a VM optimized for high availability  Help me choose the right VM size for my workicad | Help me create a low cost VM b 4

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

€ You can now select multiple zones. Selecting multiple zones will create one VM
per zone. Learn more &f

Estimated monthly costs © ~

Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
Security type © ‘ Trusted launch virtual machines e purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
Configure security features other resource costs, licensing and subscription
- implications. This feature may have limited or
image * © =— Windows 11 Pro, version 25H2 - x64 Gen2 v restricted functionality, but is made available on a
See all images | Canfigure VM generation preview basis for evaluation and feedback.
i o© Give feedback about your estimate
architecture @ - experience
(®) x64
~ Basics $0.00
@ Amsdis not supported with the selected image.
Virtual machine $0.00
Run with Azure Spot discount (© 5 Size $0.00
Standard_B1s
Size* @ ‘ Standard_B1s - 1 vepu, 1 Gi8 memory ($7.59/month) (free services eligible) ~
See all
> Disks $17.92
Enable Hibernation @
@ Hibemnate is not supported by the size that you have selected. Choose a size that is .
/ compatible with Hibemate to enable this feature. Leam more o > Networking $0.00
Administrator account > Management $0.00
* @
Username * (@ | > Monitering $0.00

-

© The value must not be empty.
€ The value must be between 1 and 20 characters long. Estimated monthly cost $17.92

On “Enable Hibernation”, leave the box “Unchecked”

i Ineysmit
p siickalliot sem i IG’A l o cqpllu‘ e

Home > Compute infrastructure | Virtual machines >

Create a Vi rtual machine g 0 Help me create a VM optimized for high availability ~ Help me choose the right WM size for my workload Help me create a low cost VM > 4

[45) Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Enable Hibernation © ]
@ Hiberate is not supported by the size that you have selected. Choose a size that is o § G
campatible with Hibernate 1o enable this feature. Learn more ' Coats indlicalted hioee are estimatesiooly. fritig iy
vary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing

Administrator account and eurrency exchange rates. Total costs may include
other resource costs, licensing and subscription
Username * (D l ] implications. This feature may have limited or

restricted functionality, but is made available on a

@ The value must not be empty. preview basis for evaluation and feedback,

© The value must be between 1 and 20 characters long.

® Give feedback about your estimate

Password * l I experience
@ The value must not be empty. v Basics $0.00
@ The value must be between 12 and 123 characters long.
Virtual machine $0.00
Confirm password *
Size $0.00
Standard_B1s
Inbound port rules
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab. > Disks $17.92
Public inbound ports * (O O Mone > Networking $0.00
Allow selected ports
> Management $0.00
Select inbound ports * RODP (3389) v
> Monitori .00
A\ This will allow all IP addresses to access your virtual machine. This is only ng s0
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic to known IP addresses. Estimated monthly cost $17.92

e | [(neome ) I ¥ Gie teedback

The next thing is to enter the “Username”, | will use “azureuser”.
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I oy Copilot

Home > Compute infrastructure | Virtual machines >

Cl‘EatE a Vil‘tl.lal macl’! ine 9 Help me create a VM optimized for high availability  Help me choose the right VM size for my workicad Help me create a low cost VM

[43) Help me create a low cost VM Help me create a VM optimized for high availability

Enable Hibemation ©

o Hibernate is not supported by the size that you have selected. Choose a size that is
compatible with Hibernate to enable this feature. o

Administrator account

Help me choose the right VM size for my workload

Username * @ [ azureuser <]
— | w |
@ The value must not be empty.
© The value must be between 12 and 123 characters long.
Confirm passward * |
Inbound port rules
Select which virtual machine network ports are accessible from the public internet, You can specify more limited or granular
network access on the Networking tab.
Public inbound ports * © O None
Allow selected ports
Select inbound ports * v |

| ROP (3389)

A\ This will allow all IP addresses to aceess your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
«create rules to limit inbound traffic 1o known IP addresses.

2 i
DEFAULT DIRECTORY (EBOTSID!

Estimated monthly costs © »

Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
ather resource costs, licensing and subscription
implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.

4o Give feedback about your estimate
experience

~ Basics $0.00
Virtual machine $0.00
Size $0.00
Standard_B1s

> Disks §17.92

> Networking $0.00

» Management $0.00

> Monitoring $0.00

Estimated monthly cost §17.92

A Give feedback

Then on “password”, enter the password. We will use “WindowsAdmin77” and then confirm it.

T

I T Copilot

Home > Compute infrastructure | Virtual machines »
Create a virtual machine - 8  Help me create a UM optimized for high availability | Help me choose the right VM size for my workioad | Help me create a low cost UM %4
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Administrator account Estimated monthly costs © »

Username * (© [ azureuser -]
Password * [- &
Confirm password * SeasRpEmAsany v |
Inbound port rules
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.
Public inbound ports * O O None

Allow selected ports
Select inbound perts * ' RDP (3389) v I

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to limit inbound traffic 1o known IP addresses.

Licensing
[T 1confirm | have an eligible Windows 10/11 license with multi-tenant
hosting rights.

Review multi-tenant hosting rights for Windows 16/11 compliance

< Previous

On “Public Inbound ports”, we will select “Allow selected ports”

Costs indicated here are estimates only. Pricing may
wvary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
other fesource costs, licensing and subseription
implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.

o Give feedback about your estimate
experience

~ Basics $0.00
Virtual machine $0.00
Size $0.00

Standard_B1s

> Disks $17.92
> Networking $0.00
> Management $0.00
> Monitoring $0.00
Estimated monthly cost $17.92

A Give feedback
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= Microsoft Azure L Search resources, services, and docs (G+/) 0 Copilot 5 D & ebotsidneysmith@outlo... @&
DEFAULT DIRECTORY (EBOTSIDN... ‘S8
Home > Compute infrastructure | Virtual machines
Create a virtual machine - #  Heipme create a v optimized for high availability | Help me choose the right VM size for my workioad | Help me create a low cost VM %
@ Help me create a low cost VM Help me create 3 VM optimized for high availability Help me choose the right VM size for my workload
Administrator account “  Estimated monthly costs

Username * @ | azureuser | Costs indicated here are estimates anly. Pricing may

vary depending on your Microsoft agreement, date of
Password * [ ‘ purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include

other resource costs, licensing and subscription

Confirm password * | enranssensanes ] implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.

Inbound port rules

) e i Lo Give feadback about your estimate

Select which virtual machine network ports are accessible from the public internet. You can specify more imited or granular ¥ aiveriance

network access on the Networking tab.

' Basics $0.00

Public inbound ports* (@ O none

(®) Aliow selected ports Virtual machine $0.00
Size $0.00

Select inbound ports * RDP (3389) ** Srandard_Bis
A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to

create rules to limit inbound traffic to known IP addresses, > Disks $17.92
> Networking $0.00
Licensing
> Management $0.00
[ 1 confirm 1 have an eligible Windows 10/11 license with multi-tenant
hosting rights. > Monitoring s000
Review multi-tenant hosting rights for Windows 10/11 compliance of
= i a i Estimated monthly cast $17.92
v

Then, the next thing is “Select Inbound ports”. You need to understand some concepts here.

v

™ Port - 3380
~

Windows

Here is a basic flow of how you can access a virtual machine. If a user wants to access the Windows
virtual machine, then there should be a port which needs to be opened, and that port for Windows
machines is 3389. So, port 3389 needed to be enabled and open for that virtual machine otherwise that
user will not be able to access or login into the virtual machine using the public IP. We are going to learn
about Public IP later.

So, “Select Inbound ports”, we will select “RDP (3389)”
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Microsoft Azure

£ search resources, sesvices, and docs (G+/)

l T copilot

Home > Compute infrastructure | Virtual machines >

DEFAULT DIRECTOR:

Create a virtual machine - M Heip me create a VM optimized for high availability  Help me choose the right VM size for my workload  Help me create a low cost VM b
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me chaose the right VM size for my workload
Administrator account Estimated monthly costs @ i
Username * @ I azureuser ~ I Costs indicated here are estimates only. Pricing may
wvary depending on your Microsoft agreement, date of
Passiard # 3 | purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
Confirm passward * | sesessensaane v implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.
Inbound port rules
o Give feedback about your estimate
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular & experience
network access on the Networking tab,
~ Basics $0.00
Public inbound ports * (@) O none
(®) Allow selected ports Virtual machine $0.00
. T ! Size 3000
Select inbound ports. | RDP (3389) | Standard_B1s
A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to > Disks $17.92
create rules to limit inbound traffic to known IP addresses. Dis 17.9
> Networking $0.00
Licensing
> Management $0.00
‘canfirm | have an eligible Windows 10/11 license with multi-tenant =
hasting rights. > Monitoring s000
Review multi-tenant hosting rights for Windows 10/11 compliance of N
Estimated monthly cost $17.92

< Previous

A Give feedback

Then check the box “I confirm | have an eligible Windows 10/11 license with multi-tenant”

.D il et S

Home » Compute infrastructure | Virtual machines >

Create a virtual machine - o

@ Help me create a low cost VM

Administrator account
Usemame * ©

Password *

Confirm password *

Inbound port rules

I T Copilot

Help me create a VM optimized for high availability

Help me create a VM optimized for high availability

Help me choose the right VM size for my workload

‘ azureuser

[seraennanens

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular

network access on the Networking tab.

Public inbound ports * ©

Select inbound ports *

Licensing

() Nene

Allow selected ports

| RDP (3389)

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing. Use the Advanced controls in the Networking tab to
create rules to fimit inbound traffic to known IP addresses.

B3 1 confirm 1 have an eligible Windows 10/11 license with multi-tenant

L hosting rights.

Review multi-tenant hosting rights for Windows 10/11 compliance of

Then click on “Next: Disks”

Help me choose the right VM size for my workioad

Help me create a low cost VM

x

Estimated monthly costs © &
and curtency exchange rates. Total costs may include &
other resource costs, licensing and subscription
implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.
e Give feedback about your estimate

experience
v Basics £0.00

Virtual machine $0.00

Size $0.00
Standard_81s
> Disks $17.92
2> Networking $0.00
> Management $0.00
> Moenitoring £0.00
> Advanced $0.00
v

Estimated monthly cost $17.92

£ Give feedback
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LSS R

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - @  Heio mecreate a VM optimized for high availability | Help me choose the right VM size for my workload  Help me create:a low cost VM x
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
Basics Disks Networking  Management  Monitoring  Advanced Tags  Review + create Estimated monthly costs © *
Costs indicated here are estimates only. Pricing may
. . ) . ) vary depending on your Microsoft agreement, date of
(i ] Th;conﬁqu:al;nh: nfthﬁ(vu_r:‘ual ‘matr;\‘i;e and its altacm;;;:{ih;;:rg :1:nwu|:u'rq:l;= ::ké:)dl? ut!b"x:a:he:;:x_lrlrlll%pul purchase, subscription type, usage costs, licensing
per ormar’zce. current virtual machine size supports s, 3l for disk(s) attac| 0 Vil mi ine “wil ‘WS' and currency exchange rates. Total costs may include
vm-demo’ is 100 MBps. You can change the virtual machine size to support additional diskis) throughput. Leam more © other resource costs, licensing and subscription
implications. This feature may have limited o
restricted functionality, but is made available on a
Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks. preview basis for evaluation and feedback.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more of
o Give feedback about your estimate
VM disk encryption experience
Azure disk storage encryplion automatically encrypts your data stored on Azure managed disks (OS and data disks) at rest by 3 Basics $0.00
default when persisting it to the cloud. -
Encryption at host (@ ~ Disks $17.92
@ Encryption at host is not registered for the selected subscription. Learn more o 0S disk $17.92
Premium SSD, 128 Gi
05 disk
Qs disk size Image default (127 Gig) v > Networking $0.00
0s disk type * © Premium SSD (locally-redundant storage) o > Management $0.00
Delete with VM @ ] » Menitering $0.00
Key management (O Platform-managed key ) > Advanred snnn T
Enable Ultra Disk compatibilit @ (] Estimated monthly cost $17.92
< Previous ‘ | Next : Networking > | A’ Give feedback

Here we are going to use the default values. We will leave everything as default and click on “Next:

Networking”.

A Search resources, services, and docs (G+/)

Home » Compute infrastructure | Virtual machines >

Create a virtual machine . Ml Helpme create a VM optimized for high availability  Help me choose the right VM size for my workioad

[£3] Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Basics  Disks | Networking ‘ Management  Monitoring  Advanced  Tags  Review + create
Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,

inbound and outbound connectivity with security group rules, or place behind an existing load batancing solution.
Learn more o'

Network interface

When creating a virtual machine, a network interface will be created for you

Virtual network * linux-vm-demao-vnet v

Create new

Subnet* (@ default (10.1.0.0/24) ~ |

Manage subnet configuration

Public P @ (new) windows-vm-dema-ip v
Create new
NIC network security group @ O None
Basic
O Advanced
Public inbound ports * (© O None

Allow selected ports

Select inbound ports * RDP (3389) v |

A\ This will allow all IP addresses to access

< previous |[ Next:Management > | R

r virtual machine. This is only

Here we will keep all the default selections and click on “Next: Management”

Help me create a low cost VM

nith@out

RY (EBOTSIDN.

Estimated monthly costs & a

Costs indicated here are estimates only. Pricing may
vary on your Microsoft date of
purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
other resource costs, licensing and subscription
implications. This feature may have limited or
restricted functionality, but is made available on a
preview basis for evaluation and feedback.

.o Give feedback about your estimate

experience
> Basics $0.00
> Disks $17.92
~ Networking $3.65
Public IP $3.65
VM outbound data transfer $0.00
Estimated data transferred (GB) $0.00
o
100
v
Estimated monthly cost §2157

& Give feedback
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icr r Search resource: ices, and docs G+, Copilot i
’D —— & H I u - e

Home > Compute infrastructure | Virtual machines

create a Virtuai machine 2 g Help me create a VM optimized for high availability | Help me choose the right VM size for my workload | Help me create a low cost VM X
& Help me create a low cost VM Help me create a VM optimized for high availabilit Help me choose the right VM size for my workload
P P ok gt ¥ P g ¥
“ = «
Basics Disks  Networking ~ Management Monitoring  Advanced  Tags  Review + create Estimated monthly costs © »
Configure management options for your VM Casts indicated here are estimates only. Pricing may vary
depending on your Microsoft agreement, date of
5 purchase, subscription type, usage costs, licensing and
Microsoft Defender for Cloud currency exchange rates. Total costs may include other
. . . . . . resource costs, licensing and subscription implications,
M:c(:so;t Dlel‘ender- fal C|‘oud provides unified security management and advanced threat protection across hybrid cloud This feature may have limited or restricted! functionality,
WOrdonsLearm e but is made available on a preview basis for evaluation
and feedback
@  vour subseription is protected by Feundational Cloud Security Posture Management Free Plan. o Give feedback about your estimate
' experience
Identity > Basics $0.00
Enable system assigned managed D is
ety @ o > Disks s17.02
i ft > Networking $3.65
Login with Microsoft Entra ID (3 D “~ Management $0.00
@ RBAC role assignment of Virtual Machine Administrator Login or Virtual Machine
User Login is required when using Microsoft Entra ID login. Learn more o Ne items added
Auto-shutd > Monitering £0.00
Enable auto-shutdown © U > Advanced $0.00
Backup
Enablethatiam X u Estimated monthly cost 2157

“rrevons | [ mariorng | T R e feecck

Here we will leave everything as default and click on “Next: Monitoring”

p ool (G+n l o cop.lo‘ ittt

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - @ | Help me create a VM optimized for high availability  ~ Help me choose the right VM size for my workioad | Help me create a low cost VM x

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

N 5
Basics  Disks  Networking  Management | Monitoring ‘ Advanced Tags  Review + create Estimated monthly costs @ ~*
. -
Configure monitoring options for your VM. Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing
Alerts and currency exchange rates, Total costs may include
other resource costs, licensing and subscription
Enable recommended alert rules & D implications. This feature may have limited or
restricted functionality, but is made available on a
” " preview basis for evaluation and feedback.
Diagnostics
i Give feedback about your estimate
i o D Enable with managed storage account (recommended) 5
Boot diagnostics (O 9 g experience
O Enable with custom storage account
. > Basics $0.00
O oisable
> Disks 17.92
Enable OS guest diagnostics () EI §
> Networking $3.65
Health
Enable application health monitoring @ El ? Management $0.00
' Monitoring $0.00
Managed storage account for Sea
boot diagnostics pricing
@ Charges depend on readwrites
with storage account.
v
Estimated monthly cost $21.57

Next! Advanced > B Givefeedback

Here, we are also going to leave everything as default. Click on “Next: Advanced”
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Microsoft Azure P Search resaurces, services, and docs (G+/)

Home > Compute infrastructure | Virtual machines >

Cl’e ate a Vinual machine Q Help me create a VM optimized for high availability  Help me choose the right VM size for my workload | Help me create a low cost VM x
) Help me create 2 low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
- o
Basics Disks Networking ~Management  Monitoring | Advanced | Tags  Review + create Estimated monthly costs @ 2
Add additional configuration, agents, scripts or applications via virtual machine extensions or cloud-init Costs indicated here are estimates only. Pricing may vary

depending on your Microsoft agreement, date of
purchase, subscription type, usage costs, licensing and
currendcy exchange rates. Total costs may include other
i i i resource costs, licensing and subscription implications.
Extensions provide post-deployment configuration and automation. This feature may have limited or restricted functionality,

but is made available on 2 preview basis for evaluation
Extensions @ Select an extension to install and feedback.

Extensions

o Give feedback about your estimate
VM applications experience

WM applications contain application files that are securely and reliably downloaded on your VM after deployment. In addition to > Pasics $0.00
the application files, an install and uninstall script are included in the application. You can easily add or remaove applications on
your VM after create. Leamn more o'

> Disks §17.92
Select a VM application to install
> Networking $365
Custom data
> Management $0.00
Pass a script. configuration file, or other data into the virtual machine while it is being provisioned. The data will be saved on
the VM in-a known location. Learn more about custom data for VM: L
> Menitoring $0.00
Custom data
~  Advanced $0.00
No items added
= - - - | Estimated monthly cost 32157
8 Yourimaoe must have a code to support consumotion of custom data. If vour Y

< Previous H Next : Tags > ] A Give feedback

Here, we will leave everything as default and click on “Next: Tags”

- = i botsidneysmith@out
p sea“h'munea m:“and — (G n I o :GFIIO‘ OESHAE D0t (RCAR ool

Home > Compute infrastructure | Virtual machines >

Cl’e ate a Vil’t[jal machi ne - @  Helpme create a VM optimized for high availability | Help me choose the right VM size for my workload  Help me create a low cost VM x

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choase the right VM size for my workload

Basics Disks MNetworking Management  Monitoring  Advanced | Tags ‘ Review + create Estimated monthly costs © a
Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to Costs indicated here are estimates only. Pricing e A
multiple resources and resource groups, Leam more about tags o xiépendingon oo Momiditeg mement, dxi
purchase, subscription type, usage costs, licensing and
Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated. cumendy exchange rates. Total oosts may include other

resource costs, licensing and subscription implications.
This feature may have limited or restricted functionality,

Name © Value © Resource but is made available on a preview basis for evaluation
_ : and feedback.
s | | | 13 selected ~
= ® Give feedback about your estimate
experience

> Basics $0.00
> Disks $17.92
> MNetworking $3.65
> Management $0.00
> Monitoring $0.00
> Advanced £0.00
Estimated monthly cost $2157

< Previous || Next:Review + create » | iew + create A7 Give feedback

We are not going to add any “Tags”, we will leave it as default. Click on “Next: Review + Create”
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BT =

Home » Compute infrastructure | Virtual machines »

Create a virtual machine -~ 8  Help me creste s YMoptimized for high avaitability | Help me choose the right VM size for my workload | Help me creste a low cost VM %

@ Validation passed

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload
- .
Basics Disks Networking Management Monitoring  Advanced  Tags | Review + create Estimated monthly costs © "
A -
Costs indicated here are estimates only. Pricing may
vary depending on your Microsoft agreement, date of
Price purchase, subscription type, usage costs, licensing
and currency exchange rates. Total costs may include
1 X Standard B1s Subscription credits apply (@ AT ST CORKS, ety and S0bESHpsy
by M # implications. This feature may have limited or
y Microsol 0.0104 USD/hr restricted functionality, but is made available on a
Terms of use | Privacy policy Pricing for other VM sizes preview basis for evaluation and feedback.
oo Give feedback about your estimate
experience
TERMS
> Basics $0.00
By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
abowe; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same n
billing frequency as my Azure subscription; and (c) agree that Microseft may share my contact, usage and transactional > Disks §17.92
information with the provider(s) of the offering(s) for support. billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details. > Networking $3.65
» Management $0.00
A\ You have set RDP port(s) open to the internet. This is only recommended for testing. If you want to change this setting, go
back to Basics tab. > Monitoring $0.00
> Advanced $0.00
Basics -
Subscription Azure subscription 1 Estimated monthly cost $2157
Recnurea Arnon nam-ramn
Next Download a template for automation /& Give feedback

Review and click on “Create”

T =

Home > Compute infrastructure | Virtual machines >

s+ Initializing deployment... X
Create a virtual machine ~ @b  Helome create a YW optimized for high availabiity | Help me choose the right VM size for my workioad | Help me create a low cost VM| Initializing template deployment to resource group 'rg-
vm-demo’,
@ validation passe
& Helpmeo a fow cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workioad
Basics Disks Metworking Management  Monitoring  Advanced Tags  Review + create Estimated monthly costs -
Costs indicated here are estimates only, Pricing may
vary depending on y 1 agreement, date of
Price purchase, subscr
and currency exchange rates. Totzl costs may in
1 Subseription credits apply @ other resource cos g and subscription

have limited or
functionality, but is made available on a
s for evaluation and feedback

0.0104 USD/hr

> Basics $0.00
te", | (a) agree 10 the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
ize Microsoft ta bill my eu it payment method for the f associated with the offering(s). with the same .
silling ueney v Azure subscription: and (c) agree th, % e riv-cont nd anial > Disks $17.92
billing frequs as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional
informatio c ther transactional agiasties. Microsoft does not
provide righ or additional dey, > Networking £3.65
> Management $0.00
Ak You have set RDP port(s) open to the internet. This is only recompgeffGed for testing. If you want to change this setting, go
back to Basics tab. > Monitering $0.00
> Advanced $0.00
Basics w
Azure subscription 1 Estimated monthly cost §21.57

e dame z

=< Previous

The deployment is initializing
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e EEmmmS

Home >

I o Copilot

+ CreateVm-microsoftwindowsdesktop.windows-11-win11-20251207191433 | Overview =

% bepioyment

£ Search

& Overview

3 Inputs

= Outputs

Y Template

Add of remove fovorites by pressing Cerl+Shift+F

-

dete (S Cancel (T Redey L Download () Refresh

==« Deployment is in progress

Depl name: CreateVm-mi ind indows-...
Subscription: Azure subscription 1
Resource group: rg-vm-demo
- Deployment details
Resource Type

windows-vm-demo
windows-vm-demo245_z1

windows-vm-demo-nsg

O 00 @

windows-vm-demo-ip

Give feedback

& Tell us about your experience with deployment

The deployment is in progress

T

Home >

Microsoft.Compute/virtualMach...
Microsoft. Network/networkinte...
Microsoft. Network/networkSec...

Microsoft.Network/publiclpAdd...

Start time: 12/7/2025, 7:40:57 PM
Correlation ID: ecbd9508-9926-452¢-b3e3-23e170fa8a39

Status Operation details
Created Operation details
Created Operation details
oK Operation details
oK Operation details

l T Copilot

«» CreateVm-microsoftwindowsdesktop.windows-11-win11-20251207191433 | Overview =

Deployment

P Search |2 e

<L Overview

& Inputs
= Outputs

Y Template

A5 or remove fvorites by pressing Cerl+ShiftsF

[i] pelete () Cancel (T) Redeploy 4 Download () Refresh

DEFAULT DIRECTORY (EBOTSIDN...

3/

Microsoft Defender for Cloud
Secure your apps and infrastructure
Go to Microsoft Defender for Cloud >

Free Microsoft tutorials
Start learning today >

Wark with an expert

Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support.

Find an Azure expert >

@ Your deployment is complete
Deploy name: Ci Vm-microsoftwir
Subscription: Azu
Resource group: rg-vm-demo

sbscription 1

~ Deployment details
~~ Next steps

Setup auto-shutdown Recommended

Start time: 12/7/2025, T:40:57 PM
Correlation ID: ecbd9508-99a6-452¢-b3e3-232170fa8a39

Monitor VM health, performance and network dependencies Recommended

Run a script inside the virtual machine Recommended

another VM

Give feedback

& Teil us about your experienceMth deployment

The deployment is complete. Click on “Go to resource”

Cost Management
Get notified to stay within your budget and
prevent unexpected charges on your bill,

Set up cost alerts >

o

Microsoft Defender for Cloud
Secure your apps and infrastructure

Go to Microsoft Defender for Cloud >

Free Microsoft tutorials
Start leamning today >

‘Work with an expert

Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support.

Find an Azure expert >
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Home > CreateVm-microsoftwindowsdesktop windows-11-win11-20251207191433 | Overview >

windows-vm-demo 2 # - &) Helpme copy this VM in any region | Manage this VM with Azure CLI X

Virtual machine

| © Search 2 &

? A\ windows-vm-demo virtual machine agent status is not ready. Troubleshoot the issue B
| K overview
@ Help me copy this VM in any region
E Activity log
Connect v tart Restart Sto; Hibernate Capture Delete Refresh Open in mobile 27 Feedback [Z. CLI/PS
7.4 & P & capt ! i pe ile A Feedback [B
Fn Access control (IAM)
& Tags a
) A Essentials JSON View
X Diagnose and solve problems
n 5 Resource group (migve) : 1g-ym-demo Operating system : Windows
«;« Resource visualizer
Status : Running Size : Standard B1s (1 vcpu, 1 Gi memory)
> Connect
Location : EastUS 2 (Zone 1) Primary NIC public 1P : 20.81.132,160
~ Networkil C =
e Subscription (move)  : Azure subscription 1 1 associated public IPs
& Network settings Subscription ID : dd5d4252-0ca5-4581-9dcT-b63c0788bdeT Virtual network/subnet : linux-vm-demo-ynet/default
€p Load balancing Availability zone :1 BNsmame : Notconfigured
Health 1=
@ Application security groups eatith State
Time created 1 12/8/2025, 12:41 AM UTC
& Network manager
) Tags (edit : Add tags
> Settings B )
> Availability + scale . L N =
¥ Properties  Monitoring Capabilities (8) Recommendations Tutorials
> Security S
> Backup + disaster recovery K3 virtual machine ® Networking
) Computer name windows-vm-demo Public IP address (@ 20.81,132.160 ( Network windows-vm- )
> Operations ) interface demo245_21
Operating system Windows
» Monitoring 1 associated public IPs
VM generation vz
Public IP address (IPv6) o
> utamation VM architecture %64 i ver
> Help Agent status Not Ready Private |P address 10.1.0.5
. Private IP address (IPv6) -
Add or remove favorites by pressing Ctri+Shift+F Agent version Unknown v

This is our virtual machine.

Connect to the Virtual Machine

e pS

Home > CreateVm-microsoftwindowsdesktop.windows-11-win11-20251207191433 | Overview

windows-vm-demo # % - @  Helpmecopy this VM in any region | Manage this VM with Azure CL X
Virtual machine
P Search 9 A\ windows-vm-dema virtual machine agent status is not ready. Troubleshoot the issue 3
I B overview
@  Helpme copy this VM in any region
B Activity log
& Connect > st C Restant [] stop (U Mibemate &) Capture « [i] Delete () Refresh [ Openin mobile &7 Feedback [Z cLi/PS

Ao, Access control (IAM)

@ Tags

S A Essentials JSON View
A Diagnose and solve problems
g - Resource group (moviy : rg-vm-dema Operating system : Windows
3+ Resource visualizer
Status unning Size : Standard 815 (1 vepu, 1 GiB memory)
> Connect
Location : Ea¥\US 2 (Zone 1) Primary NIC public P : 20.81.132.160
~ Netwarkin, - "
¥ Subscription (moye) + AzureSubscription 1 1associated public IPs
& Network settings Subscription ID : dd5d4252-9cas-4581-8dc7-b63c0788bdeT Virtual network/subnet : linui-vm-demo-ynet/default
< Load balancing Availability zone 1 ONS name + Mot configured
@ application security groups Hestiisang
. Time created + 12/8/2025, 12:41 AM UTC
etwork manager
Tags (edit + Add tags
> Settings 0 et Add g
> Availability + scale - . =
.4 Properti itori G i (8)  Recommendations  Tutorials
> Security
» Backup + disaster recovery 3 virtual machine & Networking
G e Computer name windows-vm-demo Public IP address 20.81.132.160  Network windows-vm )
Perations interface demo245 21
Operating system Windows : et
» Monitoring it i 1 associated public IPs
» Automation M architeciure 64 Public IP address {IPv6) -
5 Help - pris— Private P address 10.1.05
Private IP address (IPv6) -
Add of remove favorites by pressing Cerl +SHfe+F Agent version Unknown e lPactrel ) -

To connect to this virtual machine, click on the drop down on “Connect”
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Home > CreateVm-microsoftwindowsdesktop.windows-11-win11-20251207191433 | Overview >

windows-vm-demo = o

Virtual machine

Help me copy this VM in any region | Manage this VM with Azure CLI

A Search 3 «

A\ windows-ym-demo virtual machine agent status is not ready. Troubleshoot the issue —
| K2 overview
@ Help me copy this VM in any region
B Activitylog
T — & Connect C Restart [] stop (U Hibe

Connect via Bastion

@ Tags

X Diagnose and solve prgl
Resource group (move) : rg:vm-demo
Status : Running
> Connect

Location : EastUS 2 (Zone 1)
v Networking

Subscription (move)  + Azure subscription 1

& Network settings Subscription 1D : dd5d4252-0ca5-4581-9dc7-b63c0788bde7

& capure + [i] Delete () Refresh [l Openinmobile 27 Feedback [ cLi/PS

JSON View

Operating system : Windows

Size : Standard B1s (1 vepu, 1 GIE memory)
Primary NIC public IP : 20.81.132.160
1 associated public 1P5

Virtual network/subnet : linucym-demo-ynet/default

4 Load balancing Avallability zone i RbiS i Metconfigured
Health 25
@ Application security groups ealth state :
Time created : 12/8/2025, 1241 AM UTC
& Network manager
Tags (edit + Add tag:
> Settings gs ledif g
> Avallability + scale
¥ Properties M i Capabil 8) Rec i} Tutorials
> Security T
o B AR TR K3 virtual machine & Networking
. Computer name windows-vm-demo Public IP address () 20.81.132.160 { Network windows-vm- )
> Operations ) interface demo245 21
Operating system Windows
» Monitoring 1 assaciated public IPs
VM generation v2
i Public IP address (IPv6) .
» ‘Automation VM architecture x64 b R patesd )
> Help Agent status Not Ready Private IP address 10.1.0.5
Private IP address (IPv6) -
Add of remove fovonines by pressing Ctri+Shift+F Agent version Unknown -
-
" ”
Select “Connect
e e I il
Home > CreateVm-microsoftwindowsdesktop.windows-11-win11-20251207191433 | Overview > windows-vm-demo
ol windows-vm-demo | Connect + - X
Virtual machine
| 2 Search o @ nowview, configure, and even save your connection settings — all in one place. Have comments or suggestions for our new Connect experience? Provide feedback b4
B overview () Refresh © Reset password orkeys () ManageJiT & Troubleshoot 27 Feedback
& Activitylog

RR Access control {IAM)
@ Tags

X Diagnose and solve problems

L2 Native RDP ©

Source machine

Source machine OS (@ Windows

.

«;» Resource visualizer Source IP address (D Local IP | 10831160223 [E Connecting over a VPN?

i Destination VM
& Connect VM IP address © Public IP | 20,81,132.160
X Bastion VM port © 3389
B Windows Admin Center Connection prerequisites
v Networking VM access @ @ Checkinbound NSG rules
Check access

£ Network settings
Connect using RDP file
¥ Load balancing 2 -
Download and open file to connect [

Dowlesigp flie

Application securif
@ or ty

MOST POPULAR | | LOCAL MACHINE

groupa: | azureuser

Forgot mssworu?kpasswom

Username

& Network manager
Settings z
Edit settings |

>
> Availability + scale
P - Sewurity “ More ways to connect (4)
> Backup + disaster recovery

% Aneratinnc
Add or remove fovorites by pressing CtrL+Shift+F

Click on “Download RDP File”

o)
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& O O httpsy/portal.azure.com/#

5 — Microsoft Azure £ Search resaurces, services, and docs (G+/)

Home > Ci /m-micr

T

ithoutlook.onmicrosoft.co

e/subscriptions/dd5d4252-9ca5-4581-9dc7-b63c0788bde7/resourcegroups/rg-v... B & v @ = & &

I iy ¢ Downloads

p.windows-11-win11-20251207191433 | Overview > windows-vm-demo

& windows-vm-demo | Connect

Virtual machine

}' O Search
K3 overview
H Activitylog
’R Access control (IAM)
. Tags
X Diagnose and solve problems
<1+ Resource visualizer
v Connect

& Connect

X Bastion

B windows Admin Center
v Networking

& Network settings

€¥ Load balancing

o Application security
groups

& Network manager
Settings
Availability + scale

>

>

> Security
> Backup + disaster recovery
\

Pnaratinne

Add or remove fovorites by pressing Cert +Shift+F

-

B Now view, fi and

& windows-vm-demo.rdp

your ion settings — all in one place. Have comments or suggestions for ou

dev-eus-ubuntu_key.pem

U Refresh Q Reset password or keys O Manage JIT @ Troubleshoot }'J? Feedback Open file

L2 Native RDP ©
Source machine

Source machine 05 ©
Source IP address (D
Destination VM

VM IP address (O

VM port (O

Connection prerequisites

VM access ©

Connect using RDP file

Download and open file to connect

Username
Edit settings

' More ways to connect (4)

See more
MOST POPULAR | | LOCAL MACHINE |

(ua e ]

Windows

Local IP | 108.31.160.223 D Connecting over a VPN?

Public IP | 20.81.132.160

3389

@ Check inbound NSG rules

| Downioad RoP file

| azureuser o |

Forgot password? Reset password

The file has been downloaded. Open the file by clicking on it.

\ 5 Remote Desktop Connection security warning

E Publisher:
) Type:

(=) Show Details

Remote computer:

Unknown publisher

Remote Desktop Connection

20.81.132.160

(") Don'task me again for connections to this computer

This remote connection could harm your local or remote computer. Do not connect unless you know where this
connection came from or have used itbefore.

Click on “Connect”

@ Windows Security

Enter your credentials

These credentials will be used to connect to 20.81.132.160.
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Enter the password

@  Windows Security X

Enter your credentials

(WE]

These credentials will be used to connect to 20.81.132.160.

( azureuser
Password

Remember me

More choices

Cancel

Click on “OK”

& Remote Desktop Connection X

:/- mmdmmmwmmmm
Pl e 7

The remote computer could notbe i d due to probl with its secunty
certificate. It may be unsafe to proceed

Certificate name

# Namein the cerdificate from the remote computer.
windows-vm-demo

Certificate emors

The ing errors were d while validating the remote
computer's cerificate:

/b The cerificate is notfrom a trusted certifying authority.

Do you wantto connect despite these certificate errors?

("] Don't ask me again for connections to this computer

View certificate Yes \ No

Click on “Yes” and wait for some time for it to connect to Windows
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20.81.132.160

&

Microsoft Store Selfings

Unkedin Calcutator Notepad
Casunl Games

%

Snipping Toal  File Explorer

Recommended

6 Gel Starteg Install WhatsApp
Welcome o Windows Secure. Reliable. Private

We are connected to the Windows virtual machine
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